This document and all information contained herein is the property of [Organization Name] and is intended for internal use only.
[Company Logo]          GDE-TTX-001   ·   Tabletop Exercise Pack   ·   Version 1.0   ·   Internal Use
	[Company Logo]
Tabletop Exercise Pack
Run a ninety-minute incident exercise without external facilitation

[Organization Name]          Classification: Internal Use



	Field
	Detail

	Document ID
	GDE-TTX-001

	Document title
	Tabletop Exercise Pack

	Version
	1.0

	Status
	[Draft / Approved]

	Effective date
	[Effective Date]

	Document owner
	[Owner Name, Role]

	Approved by
	[Approver Name, Role]

	Approval date
	[Date]

	Next review
	[Date, no more than 12 months from effective date]

	Classification
	Internal Use

	Distribution
	[Who this is issued to]




This document and all information contained in it is the property of [Organization Name]. Replace every bracketed field before issue, delete any clause that does not apply to your organization, and have it approved by a person with authority to do so. An unapproved, undated policy is not a control.


Table of Contents
Executive summary	3
1.  What an exercise is and is not	4
2.  Preparation	4
2.1  Who attends	4
2.2  What to prepare	4
2.3  Setting the room	5
3.  Facilitating	6
3.1  The facilitator's job	6
3.2  Questions that open a stalled conversation	6
3.3  What to listen for	6
4.  Scenario one: payment diversion	7
Inject 1.  Monday, 9:15am	7
Inject 2.  Tuesday, 2:00pm	7
Inject 3.  Tuesday, 3:30pm	7
Inject 4.  Tuesday, 5:45pm	7
Inject 5.  Wednesday, 10:00am	7
5.  Scenario two: ransomware	8
Inject 1.  Monday, 7:40am	8
Inject 2.  Monday, 8:15am	8
Inject 3.  Monday, 11:00am	8
Inject 4.  Monday, 4:00pm	8
Inject 5.  Tuesday, 9:00am	8
6.  Scenario three: third-party breach	8
7.  Scenario four: lost device	9
8.  Scenario five: customer audit under deadline	9
9.  Closing the session	10
10.  The report	10
11.  Follow-up	10
Appendix A.  Invitation	12
Appendix B.  Observation sheet	12
Appendix C.  Findings log	12
Appendix D.  Exercise record	12
Glossary	13
Acronyms	13
Definitions	13
Record of changes	13



[bookmark: _Toc240388360]Executive summary
This document provides everything required to run a ninety-minute incident response exercise without external facilitation. It contains the preparation, the facilitator's guide, five complete scenarios with timed injects, the observation criteria, and the reporting format.
WHY EXERCISE RATHER THAN TEST
An exercise establishes whether the organization's people, decisions and arrangements work together under pressure. It is not a test of individuals and it produces no score.
Organizations that have run three exercises respond materially differently from those that have run none, and the difference is not technical. It is that somebody has already had the conversation about who authorizes disconnection, and has already discovered that the support contract says nothing about weekends.
WHAT THIS DOCUMENT CONTAINS
Part One covers preparation and facilitation. Part Two contains five scenarios, each with five timed injects and notes on what to listen for. Part Three covers observation, reporting and follow-up. The appendices carry the invitation, the observation sheet, the report template and a findings log.
WHO SHOULD USE IT
Whoever will facilitate, who should read it in full beforehand. Participants should not read the scenarios in advance, because anticipated injects produce rehearsed answers rather than genuine ones.
HOW LONG IT TAKES
Ninety minutes for the exercise, about an hour of preparation, and two hours to write the report. The report is the deliverable; the exercise is how it is produced.


[bookmark: _Toc240388361]1.  What an exercise is and is not
It is a structured conversation
Participants talk through what they would do. Nothing is touched, no systems are used, and no technical capability is demonstrated. The value is in the conversation, and particularly in the pauses within it.
It is not a test
Nobody passes or fails and no individual's performance is assessed or reported. An exercise framed as a test produces defensive answers, and defensive answers reveal nothing.
It is not an assessment
It records what people believe would happen. It does not establish whether the controls they rely on are operating, which requires evidence rather than discussion.
It is not a technical drill
Restoring a system, running a failover or executing a recovery are valuable and are different activities. This exercise establishes whether the decisions around them would be taken correctly and quickly.

	THE FINDING AN EXERCISE PRODUCES MOST RELIABLY
That nobody is certain who may authorize taking a system offline, or that the person who may is not the person everyone assumed.
This finding costs nothing to fix and is worth the ninety minutes on its own.


[bookmark: _Toc240388362]2.  Preparation
[bookmark: _Toc240388363]2.1  Who attends
Six to eight participants.   Fewer than four and the conversation does not develop. More than ten and people stop contributing.
The executive sponsor.   Decisions about money, customers and disclosure surface within the first twenty minutes. Without the sponsor, the group speculates about what would be approved.
Whoever runs operations.   The person who knows which systems the business cannot function without, which is frequently not the same as what IT considers critical.
Whoever handles payments.   Three of the five scenarios involve money moving or being at risk.
IT, internal or the provider.   Where the provider is external, invite them. Their answer to the out-of-hours question is the most useful thing in the room.
A notetaker.   Someone other than the facilitator, whose only task is recording what is said. The notes are the deliverable.
[bookmark: _Toc240388364]2.2  What to prepare
1. Choose a scenario from Part Two that fits the organization. Do not use the same scenario twice in consecutive years.
1. Read the scenario and its facilitation notes in full. The notes matter more than the scenario.
1. Book ninety minutes and protect it. An exercise that runs over is one that will not be repeated.
1. Book a room without screens, and ask participants to leave devices elsewhere.
1. Prepare the invitation from Appendix A. It sets expectations, which determines the tone in the room.
1. Do not circulate the scenario in advance.
[bookmark: _Toc240388365]2.3  Setting the room
Open with the ground rules, verbatim. They take ninety seconds and they determine whether the exercise produces anything.
1. No blame. Nothing said here is reported against anyone, and no individual's performance is assessed.
1. No devices. Nobody looks anything up. If you would have to look it up during a real incident, that is itself a finding.
1. No rescuing. Nobody solves the scenario with a capability, a supplier or a budget the organization does not have.
1. Say when you do not know. Uncertainty is the most valuable thing this exercise can surface, and concealing it wastes the session.
1. It is not recorded. Notes are taken and the report describes findings rather than attributing statements.
[bookmark: _Toc240388366]3.  Facilitating
[bookmark: _Toc240388367]3.1  The facilitator's job
1. Read each inject aloud, then stop talking. The silence after an inject is where the exercise happens, and the instinct to fill it is the one to resist.
1. Ask who, not what. 'Who makes that decision' produces more than 'what would you do'.
1. Follow up on assumptions. Where somebody says the provider would handle it, ask who they would call, on what number, and what the contract says.
1. Do not correct anybody. Where the group heads in an unproductive direction, introduce the next inject rather than intervening.
1. Do not answer questions about the scenario with detail that rescues the group. 'You do not know yet' is usually the right answer and is realistic.
1. Keep time. Roughly fifteen minutes per inject leaves ten minutes for the close.
[bookmark: _Toc240388368]3.2  Questions that open a stalled conversation
1. Who has the authority to do that, and are they available right now?
1. Where is that written down, and who has read it?
1. How would you know that had happened?
1. What would you tell the customer, and who would approve it?
1. What does the contract actually say?
1. If that person is on leave, what happens?
1. How long would that take, and how do you know?
[bookmark: _Toc240388369]3.3  What to listen for
Hesitation before naming a person
Reliable indicator that authority is unclear. Note who eventually answered and whether others agreed.
Assumptions about a supplier
'They would deal with it' almost always exceeds what the contract requires. Note the assumption and check it afterwards.
Disagreement about severity
Where two participants rate the same scenario differently, the severity definitions need work.
Reliance on one individual
Where every path leads to the same person, the organization has a single point of failure in its response.
Confidence without evidence
'We have backups' invites the question of when one was last restored. Note the answer and whether anybody knew it.
Silence from a participant
Frequently means they believe something is somebody else's responsibility. Ask them directly.

[bookmark: _Toc240388370]4.  Scenario one: payment diversion
The most common incident affecting organizations of this size. Requires no technical knowledge to participate in. Recommended as a first exercise.
[bookmark: _Toc240388371]Inject 1.  Monday, 9:15am
A member of the finance team receives an email from a supplier used for three years. The address is correct, the signature is correct, and it refers to an invoice genuinely outstanding. It says the supplier has changed bank accounts and asks for the next payment to go to new details. Nobody is suspicious.
Ask: what happens next in your business? Walk me through it, naming who does what.
Listen for: whether verification is described consistently by more than one person, whether it is written down anywhere, and whether anybody mentions calling a number already held rather than the number in the email.
[bookmark: _Toc240388372]Inject 2.  Tuesday, 2:00pm
The payment has gone out. The real supplier calls asking where their money is.
Ask: who do you tell first? Who decides whether this is an incident? Does anybody outside this room need to know today?
Listen for: whether anybody can name a decision-maker, whether the bank is mentioned in the first minute, and whether anybody raises insurance.
[bookmark: _Toc240388373]Inject 3.  Tuesday, 3:30pm
Your IT provider confirms the finance mailbox has a rule forwarding a copy of every message to an external address. It has been running for eleven weeks.
Ask: what does that change? What else might have been read in eleven weeks? Who has authority to disable that account right now, and are they available?
Listen for: whether anybody realizes this is now a data breach rather than only a fraud, whether anybody asks what else was in the mailbox, and whether containment authority is clear.
[bookmark: _Toc240388374]Inject 4.  Tuesday, 5:45pm
It is after hours. You need somebody technical to investigate what was accessed, tonight.
Ask: who do you call? Is that in a contract? What have they agreed to do out of hours? If they cannot come, what is plan B?
Listen for: whether the IT contract is known to anybody in the room. This inject produces a finding almost every time.
[bookmark: _Toc240388375]Inject 5.  Wednesday, 10:00am
Eleven weeks of mail included correspondence about three customers, and payroll information for your own staff.
Ask: who must you tell, and within what period? Where is that written? Who drafts what goes to customers, and who approves it? Does your insurer need to hear from you before you appoint anybody?
Listen for: whether contractual notification periods are known, whether anybody can find the insurance policy, and whether anybody has read its conditions.
[bookmark: _Toc240388376]5.  Scenario two: ransomware
Use where the organization holds operational data or runs continuous operations. More technical than scenario one, and produces findings about recovery rather than about decision-making.
[bookmark: _Toc240388377]Inject 1.  Monday, 7:40am
The first person in cannot open any file on the shared drive. A text file has appeared in every folder. Two other staff report the same.
Ask: what happens in the next ten minutes, and who does it?
Listen for: whether anybody says disconnect, and whether they know who may authorize it at 7:40am.
[bookmark: _Toc240388378]Inject 2.  Monday, 8:15am
Encryption is still spreading. Your IT provider is on the phone and asks whether to shut everything down.
Ask: who answers that question? What does shutting everything down cost you today?
Listen for: whether the decision is taken or deferred, and how long deferral takes.
[bookmark: _Toc240388379]Inject 3.  Monday, 11:00am
Encryption has stopped. The backup platform is also encrypted.
Ask: what now? Where else does a copy exist? When did somebody last restore anything?
Listen for: whether anybody knows whether backups were isolated, and whether a restore has ever been tested.
[bookmark: _Toc240388380]Inject 4.  Monday, 4:00pm
A message from the attacker states that data was copied before encryption and will be published in seven days.
Ask: does that change anything? Who decides how to respond? Is this now a data breach, and who determines that?
Listen for: whether the group recognizes that absence of proof of exfiltration is not proof of absence.
[bookmark: _Toc240388381]Inject 5.  Tuesday, 9:00am
You have one usable copy, eleven days old. Restoring it takes an estimated three days.
Ask: what does the business do for three days? Who tells customers? What do you tell them?
Listen for: whether any continuity arrangement exists beyond restoring systems.
[bookmark: _Toc240388382]6.  Scenario three: third-party breach
Use where the organization depends heavily on one provider or platform.
1. Tuesday, 11:00am. Your IT provider emails to say they have suffered a security incident and are investigating. They do not yet know whether customer environments are affected. Ask: what do you do in the next hour?
1. Tuesday, 2:00pm. They confirm an attacker had access to their remote management platform, which reaches your systems. Ask: what access do they hold to your environment, and who can revoke it?
1. Wednesday, 9:00am. They cannot say what was accessed in your environment or over what period. Ask: what do you do with an answer of 'we do not know'?
1. Wednesday, 3:00pm. A customer asks whether their data was affected. Ask: what do you tell them, and who approves it?
1. Thursday, 10:00am. Your provider offers a written statement for you to pass to customers. Ask: do you use it? Who decides? What is your own obligation here?
Listen for: whether anybody knows what access the provider holds, whether the contract requires them to notify, and whether the group recognizes that the organization's own notification obligation is not discharged by the provider's.
[bookmark: _Toc240388383]7.  Scenario four: lost device
Use where staff work in the field, work hybrid, or carry physical records.
1. Friday, 6:00pm. A manager reports their laptop was taken from a car overnight. Ask: what happens now, and who does it?
1. Friday, 6:20pm. Nobody can confirm whether the device was encrypted. Ask: how would you find out? Who holds that information?
1. Monday, 9:00am. The device held a spreadsheet of customer contact details downloaded for a meeting. Ask: does that change the assessment?
1. Monday, 11:00am. The device is still showing as active in the management console. Ask: what does that mean, and what do you do?
1. Tuesday, 9:00am. A customer on that spreadsheet reports unusual contact from someone claiming to be from your organization. Ask: what now?
Listen for: whether encryption status can be established at all, whether anybody knows what was held locally rather than synchronized, and whether the group treats an unencrypted device as a notifiable breach.
[bookmark: _Toc240388384]8.  Scenario five: customer audit under deadline
Not an incident. Use where the organization sells to larger or overseas customers, because this scenario occurs far more often than the others and is rarely rehearsed.
1. Monday, 10:00am. Your largest customer sends a security questionnaire with forty questions and gives ten working days. Ask: who owns this, and what happens first?
1. Tuesday, 4:00pm. Eleven questions ask for evidence rather than a yes or no. Ask: which of those could you produce today?
1. Thursday, 11:00am. One question asks when your last independent security assessment was. Ask: what do you answer?
1. Following Monday, 9:00am. The customer asks for your incident response plan and evidence it has been exercised. Ask: what do you send?
1. Following Wednesday, 2:00pm. The customer states that a gap in your answers may affect contract renewal. Ask: what do you do with the remaining three days?
Listen for: how much of the questionnaire could be answered with evidence rather than assertion, and whether the group recognizes that the gap list this produces is more valuable than the completed questionnaire.
[bookmark: _Toc240388385]9.  Closing the session
Ten minutes. Do not present findings in the room and do not assess anybody's performance. Ask three questions and record the answers.
1. What surprised you most in the last ninety minutes?
1. What is the one thing you would want fixed before this happens for real?
1. Who is going to own that, and by when?
Then thank them, confirm the report will arrive within two working days, and finish on time.
	WHAT NOT TO DO AT THE END
Do not debrief on the spot. The facilitator's impressions in the room are less accurate than the notes reviewed afterwards, and a verbal summary invites defensiveness that a written report does not.


[bookmark: _Toc240388386]10.  The report
Two pages, within two working days. Findings only. The report is the deliverable and the exercise is how it was produced.
What we did
A ninety-minute facilitated exercise walking one scenario, attended by the roles listed. State plainly that this was a discussion exercise, that nothing was tested and no systems were examined.
What worked
Two or three things the group handled well. Real ones, not flattery. There is always something, and naming it identifies what to protect when things change.
What broke
Three to five findings, each stated as: what happened in the exercise, and what it would mean in a real incident. Describe the gap, never the person.
The three we would fix first
Ordered, each with an owner and roughly what it involves. At least one should cost nothing, because a report where everything requires budget will not produce action.
What this exercise could not tell us
Whether the controls people described are actually operating. State this explicitly, because a report that implies more assurance than it provides is worse than no report.

[bookmark: _Toc240388387]11.  Follow-up
	Within 2 days
	Report issued to participants and to the executive sponsor.

	Within 2 weeks
	Findings entered into the improvement plan with owners and dates.

	At 30 days
	Progress reviewed. Findings with no progress are escalated rather than carried.

	At 90 days
	Closure confirmed and evidenced. A finding closed without evidence is a finding assumed closed.

	Next exercise
	Open by reviewing the previous findings. An exercise that never revisits its predecessor teaches the organization that findings do not matter.




[bookmark: _Toc240388388]Appendix A.  Invitation
Adapt and send at least a week in advance. The wording sets expectations and therefore sets the tone in the room.
We are running a ninety-minute incident response exercise on [date] at [time] in [location]. It is a discussion, not a test. Nothing technical is required, no systems are used, and nobody's performance is assessed or reported.
We will walk through one realistic scenario together and talk about what we would do. The purpose is to find the gaps in our arrangements while they are cheap to fix. Please attend in person, leave devices at your desk, and do not arrange to be interrupted.
You do not need to prepare anything.
[bookmark: _Toc240388389]Appendix B.  Observation sheet
For the notetaker. One line per observation, recorded as it happens.
	Time
	Inject
	What was said or not said
	Why it matters

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc240388390]Appendix C.  Findings log
	#
	What happened in the exercise
	What it would mean for real
	Owner
	Due
	Closed

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	


[bookmark: _Toc240388391]Appendix D.  Exercise record
Evidence that the exercise took place. Requested by insurers, customers and assessors.
	Field
	Entry

	Date
	

	Scenario used
	

	Duration
	

	Facilitator
	

	Participants, by role
	

	Findings raised
	

	Report issued
	

	Findings closed
	

	Next exercise due
	


[bookmark: _Toc240388392]Glossary
[bookmark: _Toc240388393]Acronyms
	Acronym
	Expansion

	BEC
	Business email compromise

	IR
	Incident response

	RTO
	Recovery time objective


[bookmark: _Toc240388394]Definitions
	Term
	Definition

	Inject
	A piece of new information introduced by the facilitator to move the scenario forward.

	Facilitator
	The person running the exercise. Introduces injects, asks questions and keeps time. Does not participate.

	Tabletop exercise
	A discussion-based exercise in which participants talk through their response without using systems.

	Finding
	A gap identified during the exercise, stated as a capability the organization lacks rather than as an individual's error.
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