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[bookmark: _Toc240388302]Executive summary
This standard states how access to the organization's systems is granted when someone joins, changed when their role changes, and removed when they leave. It exists because access that accumulates unchecked is the most common finding in assessments of organizations of this size, and the easiest to fix.
WHY THIS IS WORTH A DOCUMENT OF ITS OWN
Almost every organization can describe how it grants access. Very few can produce evidence that access was removed on the day somebody left, or that a promotion removed the permissions the previous role required.
That gap is what an assessor finds first, because it is testable in minutes: take the leaver list from human resources and match it against account disablement timestamps.
WHAT THIS DOCUMENT CONTAINS
Part One covers the principles and the role profiles that make the process repeatable. Part Two sets out the three processes in operational detail. Part Three covers reconciliation, which catches what the processes missed. The appendices carry the forms and the evidence map.
WHO THIS DOCUMENT IS FOR
Managers who request access, human resources who trigger the process, whoever operates the identity platform, and whoever is accountable for security.
WHAT IT IS NOT
It is not an access control policy. It does not state who may access what, which is determined by role profiles and by the information owner. It states how access moves through its lifecycle.


[bookmark: _Toc240388303]1.  Principles
Least privilege
Access is granted to what the role requires and nothing further. Where a requirement is uncertain, access is withheld and granted on request rather than granted speculatively.
Never by replication
Access is never granted by copying another individual's permissions. Replication is convenient and is the principal mechanism by which privilege spreads through an organization. It is also untraceable: nobody can later say why an account holds a given permission.
Business approval
Access is requested by a manager and approved before provisioning. The approval is recorded and is what an assessor examines.
Removal is an event, not a review
Access is removed when the reason for it ends, not at the next periodic review. Review catches what removal missed; it does not substitute for it.
Every step produces a record
A process that operates without producing evidence cannot be demonstrated, and an undemonstrable control is treated as absent.

	THE PRINCIPLE MOST OFTEN ABANDONED
Never by replication. It is abandoned under time pressure, because copying an existing user is faster than determining what the new role requires.
The cost arrives years later, when an account holds permissions nobody can justify and nobody dares remove because nothing documents what depends on them.


[bookmark: _Toc240388304]2.  Role profiles
[bookmark: _Toc240388305]2.1  Why profiles matter
A role profile states the access a given role requires. Without profiles, every request is assessed individually, which is slow, inconsistent and produces the replication the previous section prohibits.
Profiles also make removal possible. Where the access associated with a role is defined, a change of role has a defined set of permissions to remove. Where it is not, the previous role's access is retained because nobody can identify it.
[bookmark: _Toc240388306]2.2  What a profile records
1. The role, and the business function it sits within.
1. The systems the role requires, and the level of access in each.
1. Any access requiring additional approval beyond the manager, and who provides it.
1. Whether the role requires privileged access, and if so to what.
1. Any access the role must not hold, where segregation of duties applies.
1. The information classifications the role may access.
1. The owner of the profile, and the date it was last reviewed.
[bookmark: _Toc240388307]2.3  Maintaining profiles
1. Profiles are reviewed at least annually and whenever a role changes materially.
1. A request for access outside the profile is treated as a change to the profile rather than as an exception, so that the next person in the role receives it correctly.
1. Where a profile does not exist for a role, one is created before access is granted rather than after.
1. Profiles are owned by the business function rather than by IT.
[bookmark: _Toc240388308]3.  Joiner
Triggered by human resources at least five working days before the start date, so that access is in place on day one and the individual is not idle while it is arranged.
[bookmark: _Toc240388309]3.1  Process
	#
	Step
	Owner
	Evidence produced

	1
	Role confirmed and the applicable profile selected
	Manager
	Approved request record

	2
	Pre-employment checks completed and recorded
	HR
	Screening record

	3
	Account created against the profile, and nothing beyond it
	IT
	Account creation record

	4
	Multi-factor authentication enrolled before first sign-in
	IT
	Authentication methods entry

	5
	Device issued, encrypted and enrolled in management
	IT
	Device register entry

	6
	Credential store access provided and shared credentials assigned
	IT
	Vault membership record

	7
	Policies issued and acknowledgement recorded
	HR
	Signed acknowledgement

	8
	Security awareness training assigned with a completion deadline
	HR
	Training record

	9
	Manager confirms access is correct on day five
	Manager
	Confirmation record


[bookmark: _Toc240388310]3.2  Where the profile does not fit
Where the individual requires access beyond the profile, the additional access is requested separately, approved separately and recorded separately. It is not folded silently into the provisioning request, because access granted invisibly is access removed by nobody.
[bookmark: _Toc240388311]3.3  Contractors and third parties
1. Contractors and supplier personnel hold individually named accounts. A shared supplier login removes accountability entirely.
1. Accounts are created with an expiry date matching the engagement, so that they lapse rather than persist.
1. The sponsoring manager is recorded and is accountable for the account for its lifetime.
1. Access is reviewed at the point of any contract extension, not assumed to continue.
[bookmark: _Toc240388312]4.  Mover
Triggered by any change of role, team, responsibilities or line manager. This is the step organizations most often omit, and its omission is the single largest contributor to accumulated privilege.
[bookmark: _Toc240388313]4.1  Process
	#
	Step
	Owner
	Evidence produced

	1
	New role confirmed and the new profile selected
	Manager
	Approved request record

	2
	Access associated with the previous role identified
	Manager and IT
	Comparison record

	3
	Previous access removed, not merely supplemented
	IT
	Change record showing removals

	4
	Privileged access reassessed and removed where no longer required
	IT
	Privileged account list update

	5
	Credential store memberships adjusted
	IT
	Vault membership change

	6
	Delegated mailbox and file permissions reviewed
	IT
	Permission change record

	7
	Segregation of duties conflicts checked against the new profile
	Manager
	Conflict check record

	8
	Manager confirms the new profile is correct and the old one is gone
	Manager
	Confirmation record

	IF ONLY ONE LINE OF THIS STANDARD IS ADOPTED
Make it step three. Adding new access without removing the old is how an individual with five years of service ends up able to reach everything the organization holds.
It is also invisible. Nobody notices accumulated access until an assessment surfaces it or an account is compromised and the blast radius turns out to be the whole estate.


[bookmark: _Toc240388314]4.2  Temporary cover
Where an individual covers another role temporarily, access is granted with an expiry date rather than indefinitely. Where the cover extends, the access is renewed explicitly with a new expiry rather than allowed to persist.
[bookmark: _Toc240388315]5.  Leaver
Triggered by human resources on notice being given, and in any event before the last working day. Notification after departure is the norm in organizations that have not addressed this, and is the most common finding in access control.
[bookmark: _Toc240388316]5.1  Process
	#
	Step
	Owner
	Timing
	Evidence produced

	1
	HR notifies IT of the departure and the last working day
	HR
	On notice
	Notification record

	2
	Accounts disabled, not deleted
	IT
	Last working day
	Disablement timestamp

	3
	Active sessions and tokens revoked
	IT
	Last working day
	Session revocation record

	4
	Multi-factor methods removed
	IT
	Last working day
	Authentication methods update

	5
	Remote access and VPN access removed
	IT
	Last working day
	Access change record

	6
	Privileged access removed
	IT
	Last working day
	Privileged list update

	7
	Credential store access revoked and shared credentials rotated
	IT
	Last working day
	Vault and rotation record

	8
	Mailbox delegated or forwarded per instruction, and recorded
	IT
	Last working day
	Mailbox change record

	9
	Devices returned, wiped and recorded
	IT
	Within 5 days
	Device register update

	10
	Physical access and keys returned
	Office
	Last working day
	Return record

	11
	Accounts deleted after the retention period
	IT
	After 90 days
	Deletion record

	12
	Manager confirms nothing remains
	Manager
	Within 5 days
	Confirmation record

	DISABLE BEFORE YOU DELETE
Deleting an account immediately destroys the mailbox, the file ownership and the audit trail, and the organization frequently needs all three afterwards.
Disable on the last working day, retain for a defined period in case something is required, then delete with a record. Deletion without a record is indistinguishable from an account that was never removed.


[bookmark: _Toc240388317]5.2  Departures that are not routine
Immediate departure
Where an individual leaves without notice or is dismissed, access is removed before they are informed where that is lawful and practicable. The process is otherwise identical but compressed into the same hour.
Departure under investigation
Access is removed and the account is preserved rather than deleted, including the mailbox and any file history. Deletion may destroy evidence the organization later requires.
Long-term absence
Access is suspended rather than removed where the individual is expected to return. Suspension is reviewed at defined intervals rather than left indefinitely.
Supplier personnel leaving
The supplier notifies the organization. Where the contract does not require this, the organization has no means of knowing, and the account persists.

[bookmark: _Toc240388318]6.  Reconciliation
The processes above catch events. Reconciliation catches what the events missed, and it is the activity that produces the evidence an assessment requires.
[bookmark: _Toc240388319]6.1  Quarterly checks
Leavers against disabled accounts
Take the human resources leaver list for the period and match it against account disablement timestamps. Investigate every gap. This is the single most informative check available and takes under an hour.
Accounts without a matching individual
List all accounts and match against the current staff and contractor list. Anything unmatched is explained or removed. Service accounts are identified as such and have a named owner.
Dormant accounts
List accounts with no sign-in for ninety days. Disable or justify each. A dormant account is a credential nobody is watching.
Privileged accounts
Review who holds administrative access and why. Remove anything unjustified. Confirm that administrators hold a separate account for administrative work.
Third-party accounts
Confirm each is still required, still belongs to a named individual, and still has a sponsoring manager.
Expiry dates
Confirm that accounts created with an expiry still carry one, and that expired accounts are disabled.

[bookmark: _Toc240388320]6.2  Annual access review
Business owners confirm that their people hold the correct access. The review is signed off by the business rather than by IT.
1. IT produces the list of who holds what. Only the manager can determine whether they should.
1. The review records the removals actioned as a result, not merely that it took place.
1. A review producing no changes across an entire organization is treated as a review that was not performed.
1. Where a manager does not respond, the access is escalated rather than assumed correct.
	WHY THE SIGN-OFF MUST BE THE BUSINESS
IT can establish who has access. Only the manager can establish whether they should have it. A review signed by IT alone is an inventory, not a control, and an assessor will treat it as one.



[bookmark: _Toc240388321]7.  Roles and responsibilities
Human resources
Triggers the joiner, mover and leaver processes. Provides advance notification of departures. Maintains the record of who is employed and engaged.
Managers
Request access against a profile. Approve access for their people. Confirm correctness at day five and at each review. Notify role changes in advance.
IT provider or internal team
Provisions, modifies and removes access as requested. Produces the records at each step. Performs the reconciliation checks.
Information owners
Approve access to the information they own where it falls outside a standard profile.
Accountable role
Owns this standard. Reviews reconciliation results. Escalates unresolved gaps to the governance forum.

[bookmark: _Toc240388322]8.  Evidence of operation
	Requirement
	Evidence that demonstrates it
	Population it must cover
	Held
	Date

	Joiner provisioning (3.1)
	Approved requests against role profiles
	All joiners in the period
	
	

	Screening (3.1)
	Screening records completed before access granted
	All joiners in the period
	
	

	Authentication enrolment (3.1)
	Authentication methods export
	All accounts
	
	

	Mover removals (4.1)
	Change records showing previous access removed
	All role changes in the period
	
	

	Leaver notification (5.1)
	HR notifications dated before departure
	All leavers in the period
	
	

	Leaver disablement (5.1)
	Leaver list matched to disablement timestamps
	All leavers in the period
	
	

	Credential rotation (5.1)
	Rotation records for shared credentials held
	All leavers holding shared credentials
	
	

	Device return (5.1)
	Device register showing return and wipe
	All devices issued to leavers
	
	

	Reconciliation (6.1)
	Check records with gaps investigated
	All quarterly checks
	
	

	Access review (6.2)
	Review approved by business owner, showing removals
	All users in scope
	
	


[bookmark: _Toc240388323]Appendix A.  Access request form
	Field
	Entry

	Individual
	

	Role
	

	Profile applied
	

	Start date or effective date
	

	Access beyond the profile, and justification
	

	Privileged access required
	

	Segregation conflicts checked
	

	Expiry date, where applicable
	

	Requested by, date
	

	Approved by, date
	

	Provisioned by, date
	

	Confirmed correct by manager, date
	


[bookmark: _Toc240388324]Appendix B.  Leaver checklist
Completed for every departure and retained as evidence.
	#
	Action
	Completed by
	Date and time
	Confirmed

	1
	HR notification issued
	
	
	

	2
	Accounts disabled
	
	
	

	3
	Sessions and tokens revoked
	
	
	

	4
	Authentication methods removed
	
	
	

	5
	Remote access removed
	
	
	

	6
	Privileged access removed
	
	
	

	7
	Credential store revoked, shared credentials rotated
	
	
	

	8
	Mailbox handled per instruction
	
	
	

	9
	Devices returned and wiped
	
	
	

	10
	Physical access returned
	
	
	

	11
	Manager confirmation
	
	
	

	12
	Account deleted after retention
	
	
	


[bookmark: _Toc240388325]Appendix C.  Reconciliation record
	Check
	Period
	Performed by
	Gaps found
	Actioned
	Date

	Leavers against disabled accounts
	
	
	
	
	

	Accounts without an individual
	
	
	
	
	

	Dormant accounts
	
	
	
	
	

	Privileged accounts
	
	
	
	
	

	Third-party accounts
	
	
	
	
	

	Expiry dates
	
	
	
	
	


[bookmark: _Toc240388326]Glossary
[bookmark: _Toc240388327]Acronyms
	Acronym
	Expansion

	HR
	Human resources

	JML
	Joiner, mover, leaver

	MFA
	Multi-factor authentication

	SoD
	Segregation of duties


[bookmark: _Toc240388328]Definitions
	Term
	Definition

	Role profile
	A definition of the access a given role requires, used to provision consistently and to identify what to remove on a change of role.

	Privileged access
	Access permitting administration of a system, including the ability to alter security configuration or other users' access.

	Dormant account
	An account with no sign-in activity for a defined period, typically ninety days.

	Service account
	An account used by a system rather than by an individual, which must nonetheless have a named human owner.

	Reconciliation
	Comparison of access records against an independent source to identify what the process missed.
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