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[bookmark: _Toc240388249]1.  Purpose, policy statement and compliance
[bookmark: _Toc240388250]1.1  Purpose
This policy establishes the organization's requirements for the protection of information and information systems. It defines the management system within which information security is governed, assigns accountability, and states the controls with which all persons within scope shall comply.
This policy is structured to align with ISO/IEC 27001:2022. Part One states the management system requirements corresponding to Clauses 4 to 10 of that standard. Part Two states control requirements organized by the four Annex A themes. Alignment with a standard does not constitute certification against it.
[bookmark: _Toc240388251]1.2  Policy statement
The organization shall protect the confidentiality, integrity and availability of its information and information systems through an information security management system proportionate to assessed risk.
The organization shall establish accountability, determine and treat information security risk, select and implement controls on the basis of that risk, comply with applicable legal, regulatory and contractual obligations, monitor the effectiveness of its arrangements, and improve them continually.
[bookmark: _Toc240388252]1.3  Compliance with this policy
Compliance with this policy and its supporting documents is mandatory for all persons within scope. Where a requirement cannot be met, an exception shall be recorded and approved under section 15. Departure from a requirement without an approved exception constitutes a breach of this policy.
[bookmark: _Toc240388253]1.4  Use of shall and should
Throughout this policy, shall denotes a mandatory requirement and should denotes a recommendation. Only requirements expressed using shall are assessed for compliance.
[bookmark: _Toc240388254]2.  Context and scope
[bookmark: _Toc240388255]2.1  Determining context
The organization shall determine the internal and external issues relevant to its information security objectives, and shall identify the interested parties relevant to the management system together with their requirements. Interested parties include customers, regulators, insurers, suppliers, personnel and owners.
The determination shall be reviewed at least annually and upon any material change to the organization's business, markets or obligations.
[bookmark: _Toc240388256]2.2  Scope of the management system
The scope of the information security management system shall be documented and approved. The scope statement shall identify the business functions, locations, information, systems and services included, and shall state any exclusions together with their justification.
The scope shall encompass information and systems operated by the organization and those operated on its behalf by third parties, managed service providers and cloud providers.
[bookmark: _Toc240388257]2.3  Personnel within scope
This policy applies to all personnel, including permanent and temporary employees, contractors, consultants, agency staff and any third party who accesses the organization's information or systems or acts on its behalf. Security obligations shall be established through employment terms for employees and through contractual terms for all other persons, and shall continue after the engagement ends to the extent permitted by law.
[bookmark: _Toc240388258]3.  Definitions
The following definitions apply throughout this policy and its supporting documents.
[bookmark: _Toc240388259]3.1  Management system terminology
	Term
	Definition

	Information security management system
	The set of policies, processes and controls by which the organization manages information security risk.

	Statement of Applicability
	The documented record of which Annex A controls are applicable, the justification for inclusion or exclusion, and the implementation status of each.

	Risk treatment plan
	The documented plan setting out how identified risks are to be treated, by whom and by when.

	Nonconformity
	A failure to meet a requirement of this policy, a supporting document or the management system.

	Corrective action
	Action taken to eliminate the cause of a nonconformity and prevent its recurrence.

	Documented information
	Information required to be controlled and maintained, together with the medium on which it is held.


[bookmark: _Toc240388260]3.2  Core security concepts
	Term
	Definition

	Information asset
	Any data, information, system or resource that has value to the organization and requires protection.

	Confidentiality
	The property that information is not made available or disclosed to unauthorized individuals, entities or processes.

	Integrity
	The property that information is accurate and complete and has not been altered other than by an authorized process.

	Availability
	The property that information and systems are accessible and usable when required by an authorized user.

	Evidence
	A dated record demonstrating that a control operated across a stated population over a stated period.

	Population
	The complete set that a control is required to cover.

	Least privilege
	The granting of only the minimum access necessary for an individual to perform an assigned function.


[bookmark: _Toc240388261]3.3  Risk terminology
	Term
	Definition

	Risk
	The effect of uncertainty on objectives, expressed in terms of likelihood and impact.

	Threat
	A potential cause of an unwanted incident that may result in harm to information or systems.

	Vulnerability
	A weakness in an asset or control that may be exploited by a threat.

	Inherent risk
	The level of risk before treatment is applied.

	Residual risk
	The level of risk remaining after treatment has been applied.

	Risk appetite
	The level of risk the organization is willing to accept in pursuit of its objectives.


[bookmark: _Toc240388262]3.4  Incident terminology
	Term
	Definition

	Security event
	An observable occurrence that may be relevant to the security of information or systems.

	Security incident
	An event or series of events that compromises, or may compromise, confidentiality, integrity or availability.

	Personal data breach
	An incident resulting in the accidental or unlawful destruction, loss, alteration or unauthorized disclosure of, or access to, personal data.

	Containment
	Action taken during an incident to limit its scope or impact.


[bookmark: _Toc240388263]4.  Leadership and accountability
[bookmark: _Toc240388264]4.1  Accountability
Accountability for the information security management system shall rest with a named individual within the organization. This accountability shall not be delegated to a supplier. Where a third party operates controls on behalf of the organization, that third party shall be responsible for delivery and the organization shall remain accountable for the outcome.
The accountable role shall have authority to approve security expenditure within limits delegated in writing, to require that a change be halted where it presents unacceptable risk, and to escalate to the board, or to the owner where no board exists, where a risk exceeds the stated appetite.
[bookmark: _Toc240388265]4.2  Leadership commitment
The board, or the owner where no board exists, shall approve this policy, ensure that the resources required by the management system are available, communicate the importance of information security, and hold the accountable role to account for the effectiveness of the system.
[bookmark: _Toc240388266]4.3  Governance forum
Information security shall be reviewed by a governance forum at planned intervals, and not less than quarterly. The review shall address open risks and changes to their rating, incidents occurring since the previous review and actions arising, progress against the risk treatment plan, results of monitoring and internal audit, and decisions required of management.
Minutes shall be recorded and retained. Decisions to accept risk, defer a control or depart from this policy shall be recorded with their rationale and the name of the approver.
[bookmark: _Toc240388267]4.4  Roles and responsibilities
	Role
	Responsibilities

	The board or owner
	Approve this policy. Set risk appetite. Provide resources. Receive reporting at planned intervals.

	Accountable role
	Hold accountability for the management system. Maintain the Statement of Applicability. Approve exceptions and risk acceptance within delegated limits.

	IT provider or internal team
	Implement and operate technical controls. Report on their operation with supporting evidence.

	Managers
	Ensure personnel awareness. Request and approve access appropriate to each role. Notify role changes and departures in advance. Approve access reviews.

	Information asset owners
	Determine classification of information they own. Approve access. Confirm at review that access lists remain correct.

	Internal audit
	Plan and perform audits of the management system independently of those who operate the controls audited.

	All personnel
	Comply with this policy. Protect information and equipment entrusted to them. Report suspected incidents without delay.

	Suppliers and contractors
	Meet contractual security requirements. Notify the organization of incidents within the agreed period. Support assessment of their controls.


[bookmark: _Toc240388268]5.  Planning
[bookmark: _Toc240388269]5.1  Risk assessment
The organization shall define and apply a documented information security risk assessment process that produces consistent, valid and comparable results. The process shall establish risk acceptance criteria and criteria for performing assessments.
Risk assessment shall identify risks to the confidentiality, integrity and availability of information within scope, identify risk owners, and analyze and evaluate each risk against the established criteria. Risk shall be expressed as a business consequence rather than as a technical deficiency.
Risk assessment shall be performed at planned intervals, and additionally prior to a significant change to systems or business processes, prior to engaging a supplier who will hold the organization's information or access its systems, following a security incident, and upon a new legal or contractual obligation arising. Results shall be retained as documented information.
[bookmark: _Toc240388270]5.2  Risk treatment
The organization shall define and apply a documented risk treatment process. For each risk, treatment shall be selected by reduction, transfer, avoidance or acceptance, and the controls necessary to implement the selected treatment shall be determined.
A risk treatment plan shall be produced, approved by the relevant risk owners, and retained as documented information. Residual risk shall be approved by the risk owner.
Residual ratings shall reflect verified treatment. Where a treatment has been implemented but not verified, the residual rating shall reflect that uncertainty.
[bookmark: _Toc240388271]5.3  Statement of Applicability
The organization shall produce and maintain a Statement of Applicability. It shall record, for every control in Annex A of ISO/IEC 27001:2022, whether the control is applicable, the justification for its inclusion or exclusion, and its implementation status.
Controls shall be selected on the basis of the risk assessment and treatment plan and shall not be selected solely because they appear in the reference set. The Statement of Applicability shall be approved by the role accountable for the management system and reviewed at each review of this policy.
[bookmark: _Toc240388272]5.4  Risk acceptance
Acceptance of a risk that exceeds the organization's stated risk appetite shall require approval at the level at which that appetite was set and shall be recorded with its rationale, any compensating measures, and a date for review.
[bookmark: _Toc240388273]5.5  Objectives
Information security objectives shall be established at relevant functions and levels. Objectives shall be consistent with this policy, measurable where practicable, monitored, communicated and updated as appropriate, and retained as documented information.
For each objective the organization shall determine what will be done, what resources are required, who is responsible, when it will be completed, and how the result will be evaluated.
[bookmark: _Toc240388274]5.6  Planning of changes
Where the organization determines a need to change the management system, the change shall be planned and carried out in a controlled manner. Significant changes shall be assessed for their effect on risk and on the Statement of Applicability before implementation.
[bookmark: _Toc240388275]6.  Support
[bookmark: _Toc240388276]6.1  Resources
The organization shall determine and provide the resources required to establish, implement, maintain and improve the management system.
[bookmark: _Toc240388277]6.2  Competence
The organization shall determine the competence required of persons performing work that affects information security performance, shall ensure those persons are competent on the basis of education, training or experience, and shall retain evidence of competence as documented information.
[bookmark: _Toc240388278]6.3  Awareness
All personnel shall be made aware of this policy, of their contribution to the effectiveness of the management system, and of the implications of not conforming to its requirements.
[bookmark: _Toc240388279]6.4  Communication
The organization shall determine what it needs to communicate concerning information security, when, to whom, and by whom. Communication requirements shall address both internal and external parties, including the notification obligations identified under section 13.
[bookmark: _Toc240388280]6.5  Documented information
The management system shall include the documented information required by this policy and any additional documented information the organization determines is necessary.
Documented information shall be identified, in an appropriate format, and reviewed and approved before issue. It shall be available where needed, adequately protected, controlled for distribution, access, retrieval, version and retention, and disposed of under control.
	Documented information
	Required by

	Scope of the management system
	Section 2.2

	This policy and the information security objectives
	Sections 1 and 5.5

	Risk assessment process and its results
	Section 5.1

	Risk treatment process, plan and results
	Section 5.2

	Statement of Applicability
	Section 5.3

	Evidence of competence
	Section 6.2

	Results of operational planning and control
	Section 7

	Monitoring and measurement results
	Section 8.1

	Internal audit program and results
	Section 8.2

	Management review results
	Section 8.3

	Nonconformity and corrective action records
	Section 9


[bookmark: _Toc240388281]7.  Operation
The organization shall plan, implement and control the processes needed to meet the requirements of this policy and to implement the actions determined in the risk treatment plan. The criteria for those processes shall be established and the processes controlled in accordance with them. Results shall be retained as documented information sufficient to demonstrate that the processes were carried out as planned.
Externally provided processes, products and services relevant to the management system shall be controlled, and the requirements applying to them shall be stated in section 10.9.
[bookmark: _Toc240388282]8.  Performance evaluation
[bookmark: _Toc240388283]8.1  Monitoring and measurement
The organization shall determine what needs to be monitored and measured, the methods to be used, and when monitoring and evaluation shall be performed and by whom. Methods shall produce comparable and reproducible results.
Results shall be retained as documented information and reported to the governance forum. Monitoring shall include the operation of controls as well as their existence.
[bookmark: _Toc240388284]8.2  Internal audit
The organization shall conduct internal audits at planned intervals to determine whether the management system conforms to its own requirements and to the requirements of the standard against which it is aligned, and whether it is effectively implemented and maintained.
An audit program shall be established covering frequency, methods, responsibilities, planning requirements and reporting. Auditors shall be objective and impartial and shall not audit their own work. Audit results shall be reported to management and retained as documented information.
[bookmark: _Toc240388285]8.3  Management review
The board, or the owner where no board exists, shall review the management system at planned intervals. The review shall consider the status of actions from previous reviews, changes in internal and external issues and in interested party requirements, feedback on information security performance including nonconformities, monitoring results, audit results, fulfilment of objectives, results of risk assessment and the status of the risk treatment plan, and opportunities for improvement.
The outputs of the review shall include decisions on opportunities for improvement and on any need for change to the management system, and shall be retained as documented information.
[bookmark: _Toc240388286]9.  Improvement
[bookmark: _Toc240388287]9.1  Nonconformity and corrective action
Where a nonconformity occurs, the organization shall react to control and correct it, deal with its consequences, and evaluate whether action is required to eliminate its cause so that it does not recur. Evaluation shall include review of the nonconformity, determination of its cause, and determination of whether similar nonconformities exist or could occur.
Corrective action shall be appropriate to the effects of the nonconformity, its effectiveness shall be reviewed, and the nature of the nonconformity, the action taken and the result shall be retained as documented information.
[bookmark: _Toc240388288]9.2  Continual improvement
The organization shall continually improve the suitability, adequacy and effectiveness of the management system.


[bookmark: _Toc240388289]10.  Organizational controls
The requirements in this section correspond to the Organizational theme of Annex A. Applicability of each is determined by the Statement of Applicability.
[bookmark: _Toc240388290]10.1  Policies for information security
This policy and its supporting documents shall be defined, approved, published, communicated to relevant personnel and interested parties, acknowledged where required, and reviewed at planned intervals and upon significant change.
[bookmark: _Toc240388291]10.2  Segregation of duties
Conflicting duties and areas of responsibility shall be segregated to reduce the opportunity for unauthorized or unintentional modification or misuse. Where segregation is impracticable, compensating monitoring shall be applied.
[bookmark: _Toc240388292]10.3  Threat intelligence
Information relating to information security threats shall be collected and analyzed to produce threat intelligence. Intelligence shall inform risk assessment, control selection and awareness activity, and shall be obtained from sources relevant to the organization's sector and geography.
[bookmark: _Toc240388293]10.4  Information security in project management
Information security shall be integrated into project management, and security requirements shall be identified and addressed at each stage of a project rather than added on completion.
[bookmark: _Toc240388294]10.5  Inventory of information and other associated assets
An inventory of information and other associated assets, including devices, systems, cloud services and suppliers that hold or can access the organization's information, shall be developed and maintained. Each entry shall identify an owner.
The inventory shall be reviewed at planned intervals and reconciled against procurement and expenditure records, so that services acquired outside the formal process are identified.
[bookmark: _Toc240388295]10.6  Acceptable use and return of assets
Rules for the acceptable use of information and assets shall be identified, documented and implemented. Personnel and other interested parties shall return all organizational assets in their possession upon change or termination of their engagement.
[bookmark: _Toc240388296]10.7  Classification, labelling and handling of information
Information shall be classified according to a scheme that distinguishes, as a minimum, information intended for public release, information for internal use, and information whose disclosure would cause material harm according to confidentiality, integrity and availability requirements and the requirements of interested parties. Classification shall be determined by the information asset owner and reviewed when sensitivity changes.
Procedures for labelling and for handling information at each classification level shall be documented and implemented, covering storage, transmission, external sharing, printing and disposal.
[bookmark: _Toc240388297]10.8  Access control and identity management
Rules to control physical and logical access to information and assets shall be established on the basis of business and information security requirements. The full lifecycle of identities shall be managed, covering creation, modification, periodic review and removal.
Detailed requirements are stated in section 13.
[bookmark: _Toc240388298]10.9  Supplier and cloud service security
Processes and procedures shall be defined and implemented to manage the information security risks associated with the use of supplier products and services, including information and communication technology supply chain risks.
1. Suppliers who hold the organization's information or can access its systems shall be assessed prior to engagement, proportionate to the risk presented, and reviewed at planned intervals thereafter, and upon any material change to the service provided.
1. Relevant security requirements shall be agreed with each supplier and documented in the agreement.
1. A written agreement shall be in place wherever a supplier processes personal data on the organization's behalf.
1. Suppliers shall be contractually required to notify the organization of any incident affecting its information without undue delay and within a period stated in the agreement.
1. Security obligations shall flow down to sub-processors, and the supplier shall maintain a list of them.
1. Where a supplier administers the organization's systems, supplier personnel shall hold individually named accounts subject to this policy.
1. Processes for acquisition, use, management and exit from cloud services shall be established in accordance with the organization's requirements.
1. The agreement shall state how the organization's information will be returned or destroyed upon termination.
1. Supplier service delivery shall be monitored, reviewed and changes managed.
Where the organization depends upon a supplier for technical response, the agreement shall state the services to be provided outside business hours, the response time, and the contact method. This shall be confirmed at least annually.
[bookmark: _Toc240388299]10.10  Information security incident management
The organization shall plan and prepare for the management of information security incidents by defining, establishing and communicating incident management processes, roles and responsibilities. Detailed requirements are stated in section 13.9.
[bookmark: _Toc240388300]10.11  Information security during disruption and ICT readiness
The organization shall plan how to maintain information security at an appropriate level during disruption. Information and communication technology readiness shall be planned, implemented, maintained and tested on the basis of business continuity objectives and continuity requirements.
Recovery time and recovery point objectives shall be defined for each system identified as critical and agreed with the business. Arrangements shall be tested at planned intervals, and not less than annually, and the time actually achieved recorded against the objective stated.
[bookmark: _Toc240388301]10.12  Legal, regulatory, contractual and privacy requirements
Legal, statutory, regulatory and contractual requirements relevant to information security, and the organization's approach to meeting them, shall be identified, documented and kept current. The record shall be reviewed at least annually and upon entry into a new market or sector.
Personal data shall be protected in accordance with applicable law, regulation and contractual requirements, and in accordance with the organization's published privacy notice. Where the organization processes personal data on behalf of a customer, it shall act only on that customer's documented instructions and under a written agreement.
Intellectual property rights shall be respected, and records shall be protected from loss, destruction, falsification, unauthorized access and unauthorized release in accordance with the retention requirements applying to them.
[bookmark: _Toc240388302]10.13  Independent review of information security
The organization's approach to managing information security and its implementation shall be reviewed independently at planned intervals and upon significant change. Where a customer, regulator or insurer requires assurance rather than self-declaration, independent review shall be commissioned.
[bookmark: _Toc240388303]11.  People controls
The requirements in this section correspond to the People theme of Annex A.
[bookmark: _Toc240388304]11.1  Screening
Background verification checks proportionate to the role, to the classification of information to be accessed, and to applicable law shall be completed and recorded prior to access being granted, and shall be repeated where the role changes materially.
[bookmark: _Toc240388305]11.2  Terms and conditions of engagement
Employment and contractual agreements shall state the responsibilities of the individual and of the organization for information security. Responsibilities that remain valid after termination or change of engagement shall be defined, communicated and enforced.
[bookmark: _Toc240388306]11.3  Awareness, education and training
All personnel shall receive information security awareness, education and training appropriate to their role, and regular updates to this policy and its supporting documents as relevant to their role.
Training shall be completed before being granted access to the organization's systems, and at least annually thereafter, shall address payment fraud and business email compromise in addition to general material, and completion shall be recorded by individual.
Personnel in roles with elevated access or specific security responsibilities shall receive additional training appropriate to those responsibilities.
[bookmark: _Toc240388307]11.4  Disciplinary process
A disciplinary process shall be formalized and communicated, and shall be available to take action against personnel and other interested parties who commit an information security policy violation.
[bookmark: _Toc240388308]11.5  Responsibilities after termination or change
Information security responsibilities and duties that remain valid after termination or change of engagement shall be defined, enforced and communicated to the individual concerned.
[bookmark: _Toc240388309]11.6  Confidentiality agreements
Confidentiality or non-disclosure agreements reflecting the organization's needs for the protection of information shall be identified, documented, regularly reviewed and signed by personnel and other relevant interested parties.
[bookmark: _Toc240388310]11.7  Remote working
Security measures shall be implemented where personnel work remotely, to protect information accessed, processed or stored outside the organization's premises. Clear desk and clear screen requirements shall apply at all work locations, including private residences.
[bookmark: _Toc240388311]11.8  Reporting information security events
A mechanism shall be provided for personnel to report observed or suspected information security events through appropriate channels in a timely manner. No disciplinary action shall follow from the act of reporting, including where the reporting individual caused the event.
[bookmark: _Toc240388312]12.  Physical controls
The requirements in this section correspond to the Physical theme of Annex A.
[bookmark: _Toc240388313]12.1  Physical security perimeters and entry
Security perimeters shall be defined and used to protect areas containing information and other associated assets. Secure areas shall be protected by appropriate entry controls. Access shall be limited to individuals with a business requirement, visitors shall be recorded and supervised, and access rights shall be reviewed upon change of role or departure.
[bookmark: _Toc240388314]12.2  Securing offices, rooms and facilities
Physical security for offices, rooms and facilities shall be designed and implemented, and protection against physical and environmental threats including natural disaster, malicious attack and accident shall be designed and implemented.
[bookmark: _Toc240388315]12.3  Physical security monitoring
Premises shall be continuously monitored for unauthorized physical access, proportionate to the sensitivity of what they contain.
[bookmark: _Toc240388316]12.4  Working in secure areas and clear desk
Security measures for working in secure areas shall be designed and implemented. Clear desk requirements for papers and removable storage media, and clear screen requirements, shall be defined and enforced.
[bookmark: _Toc240388317]12.5  Equipment siting, protection and maintenance
Equipment shall be sited securely and protected against environmental threats, unauthorized access, damage and interference. Supporting utilities shall be protected from failure. Cabling carrying power, data or supporting information services shall be protected from interception, interference and damage.
Equipment shall be maintained correctly to ensure the availability, integrity and confidentiality of information.
[bookmark: _Toc240388318]12.6  Assets off premises
Assets held off the organization's premises shall be protected. Devices shall not be left unattended in public places or visible within unattended vehicles.
[bookmark: _Toc240388319]12.7  Secure disposal or reuse of equipment
Items of equipment containing storage media shall be verified to ensure that any sensitive data and licensed software has been removed or securely overwritten prior to disposal or reuse. Disposal shall be recorded, including the device identifier and the method used.
[bookmark: _Toc240388320]13.  Technological controls
The requirements in this section correspond to the Technological theme of Annex A.
[bookmark: _Toc240388321]13.1  User endpoint devices
Information stored on, processed by or accessible via user endpoint devices shall be protected. Devices shall be managed, encrypted at rest, subject to automatic screen locking after a period of inactivity short enough that an unattended device does not remain accessible, and shall run endpoint protection with central reporting.
[bookmark: _Toc240388322]13.2  Privileged access rights
The allocation and use of privileged access rights shall be restricted and managed. Administrative access shall be limited to named individuals with a documented business requirement. Administrators shall hold a separate account for administrative activity and shall not use it for routine activity.
The privileged account list shall be reviewed at planned intervals, and not less than quarterly, and each entry justified or removed. Privileged activity shall be logged and retained in accordance with section 13.10.
[bookmark: _Toc240388323]13.3  Information access restriction and identity
1. Access shall be granted on the principle of least privilege, requested by a manager, granted against a defined role profile, and approved prior to provisioning.
1. Access shall not be granted by replication of another individual's permissions.
1. Each individual shall hold a uniquely identifiable account. Accounts and authentication credentials shall not be shared.
1. Shared credentials that cannot be avoided shall be held in a managed credential store, with membership recorded and reviewed.
1. Service and system accounts shall have a named individual owner responsible for their continued necessity.
1. Third-party and supplier personnel shall hold individually named accounts.
1. Access shall be provisioned prior to the commencement date against an approved role profile.
1. Upon a change of role, access associated with the previous role shall be removed rather than retained.
1. Access shall be removed on the individual's final working day, upon notification from human resources issued in advance of the departure date.
1. Accounts shall be disabled rather than deleted upon departure, and deleted once any information required for business or legal purposes has been recovered.
1. Shared credentials held by a departing individual shall be rotated.
1. Access shall be reviewed at planned intervals, and not less than annually, approved by the business owner of the information or system, and the review shall record the removals actioned.
[bookmark: _Toc240388324]13.4  Authentication
Secure authentication technologies and procedures shall be implemented on the basis of access restrictions and the applicable access control policy.
Multi-factor authentication shall be enforced on electronic mail, on remote access, and on any system holding financial or personal information. This requirement shall apply to all accounts, including those of administrators, senior management and third-party support personnel. Where a system does not support multi-factor authentication, the deficiency shall be recorded as an exception under section 15.
[bookmark: _Toc240388325]13.5  Capacity management
The use of resources shall be monitored and adjusted in line with current and expected capacity requirements.
[bookmark: _Toc240388326]13.6  Protection against malware
Protection against malware shall be implemented and supported by appropriate user awareness. Endpoint protection shall be deployed on all managed devices with central reporting and alerting. Coverage shall be reconciled against the inventory at planned intervals, and any device present in the inventory and absent from the console shall be investigated.
[bookmark: _Toc240388327]13.7  Management of technical vulnerabilities
Information about technical vulnerabilities in systems in use shall be obtained, the organization's exposure evaluated, and appropriate measures taken.
Security updates shall be applied within a period defined by severity, with the shortest period applying to vulnerabilities being actively exploited, across operating systems, applications and network equipment. Compliance shall be reported at planned intervals as a proportion of in-scope systems within target. Where a system cannot be patched within the required period, the exposure shall be recorded as a risk with a compensating control and a date for resolution.
[bookmark: _Toc240388328]13.8  Configuration management
Configurations, including security configurations, of hardware, software, services and networks shall be established, documented, implemented, monitored and reviewed. Deviation from an established baseline shall be detected and either corrected or recorded as an approved exception.
[bookmark: _Toc240388329]13.9  Information deletion, data masking and leakage prevention
Information stored in systems, devices or any other storage media shall be deleted when no longer required, in accordance with the retention schedule and in a manner appropriate to its classification.
Data masking shall be used in accordance with the organization's access control policy and applicable legal requirements. Customer or personal data shall not be used within non-production environments unless effectively anonymized or masked.
Data leakage prevention measures shall be applied to systems, networks and devices that process, store or transmit sensitive information.
[bookmark: _Toc240388330]13.10  Backup
Backup copies of information, software and systems shall be maintained and regularly tested in accordance with the agreed backup policy.
Backups shall be taken of all information and systems required for continued operation, at a frequency consistent with the recovery point objectives defined under section 10.11. Backup coverage shall be reconciled against the inventory at planned intervals.
At least one backup copy shall be held such that it cannot be deleted or encrypted using production administrative credentials. Restoration shall be tested at planned intervals, and not less than annually, and the result recorded, including the time taken and whether the restored data was complete and usable.
[bookmark: _Toc240388331]13.11  Redundancy
Information processing facilities shall be implemented with redundancy sufficient to meet the availability requirements determined under section 10.11.
[bookmark: _Toc240388332]13.12  Logging and monitoring activities
Logs recording activities, exceptions, faults and other relevant events shall be produced, stored, protected and analyzed. Networks, systems and applications shall be monitored for anomalous behaviour and appropriate action taken to evaluate potential security incidents.
Logging shall cover authentication, privileged activity, changes to security configuration, and access to information classified above internal use. Logs shall be retained for a period sufficient to investigate an incident discovered some time after it began, and protected against alteration and unauthorized access.
Clocks of systems within scope shall be synchronized to an approved time source.
[bookmark: _Toc240388333]13.13  Network security and segregation
Networks and network devices shall be secured, managed and controlled to protect information in systems and applications. Security mechanisms, service levels and requirements of network services shall be identified, implemented and included in agreements, whether services are provided internally or outsourced.
Groups of information services, users and systems shall be segregated on the organization's networks proportionate to risk. Remote access shall be authenticated, encrypted and logged. Guest access shall be separated from networks carrying the organization's information.
[bookmark: _Toc240388334]13.14  Web filtering
Access to external websites shall be managed to reduce exposure to malicious content.
[bookmark: _Toc240388335]13.15  Cryptography
Rules for the effective use of cryptography, including cryptographic key management, shall be defined and implemented.
Information shall be encrypted at rest on all managed devices and within systems holding personal or financial information. Information in transit across untrusted networks shall be protected using TLS 1.2 or above, or an equivalent mechanism. Cryptographic keys and recovery keys shall be stored separately from the information they protect, with access limited to named individuals whose access is recorded and reviewed.
[bookmark: _Toc240388336]13.16  Information transfer
Transfer rules, procedures and agreements shall be in place for all types of transfer facility within the organization and between the organization and other parties.
Information shall be transferred outside the organization only by approved methods appropriate to its classification. Personal electronic mail accounts, personal cloud storage and personal messaging applications shall not be used for the organization's information.
Automatic forwarding of electronic mail to external addresses shall not be permitted without approval, and mailbox forwarding rules shall be audited at planned intervals across all mailboxes. The organization's domains shall be protected against spoofing through published mail authentication records configured to reject unauthenticated mail.
[bookmark: _Toc240388337]13.17  Secure development
Rules for the secure development of software and systems shall be established and applied. Security requirements shall be specified for new systems and for enhancements to existing systems, and shall form part of selection criteria for acquired systems.
Secure coding principles shall be applied. Development, test and production environments shall be separated and secured. Changes shall be subject to change control procedures, and security testing shall be defined and performed. Outsourced development shall be directed, monitored and reviewed.
[bookmark: _Toc240388338]13.18  Change management and separation of environments
Changes to information processing facilities and information systems shall be subject to change management procedures. Changes shall be requested, assessed for security impact, approved by the role accountable for the system and recorded. Significant changes shall have a rollback plan agreed prior to implementation.
Emergency changes may be implemented without prior approval where delay would cause greater harm, and shall be reviewed and recorded at the earliest opportunity following implementation.
[bookmark: _Toc240388339]13.19  Payment and financial controls
Where the organization initiates or authorizes payments, the following shall apply.
1. Any request to amend bank details shall be verified by telephone using a number held on record prior to the request, and not a number contained within the request.
1. Payments exceeding a threshold set by the organization and recorded in its financial controls shall be approved by a second individual not involved in raising them.
1. Verification performed shall be recorded.
1. Personnel who process payments shall receive training specific to payment fraud.
[bookmark: _Toc240388340]14.  Incident management
[bookmark: _Toc240388341]14.1  Planning and preparation
Incidents shall be managed under a documented incident response plan, which shall define severity levels, roles, containment authority, escalation and notification. The plan shall be held in a location accessible when the organization's systems are unavailable, and shall be exercised at planned intervals, and not less than annually.
[bookmark: _Toc240388342]14.2  Assessment and decision
Information security events shall be assessed and a decision taken as to whether each is to be categorized as an information security incident. Reported incidents shall be triaged, assigned a severity and assigned an owner.
[bookmark: _Toc240388343]14.3  Response
Incidents shall be responded to in accordance with documented procedures. Containment shall take priority over investigation where information remains at risk.
[bookmark: _Toc240388344]14.4  Collection of evidence
Procedures shall be established for the identification, collection, acquisition and preservation of evidence related to information security events. Evidence shall be preserved prior to remediation wherever it may be necessary to establish what was accessed.
[bookmark: _Toc240388345]14.5  Notification
Where an incident affects personal data or a customer's information, notification obligations shall be assessed against applicable law and contractual commitments. Applicable notification periods shall be established in advance and recorded within the incident response plan before an incident occurs.
[bookmark: _Toc240388346]14.6  Learning from incidents
Knowledge gained from incidents shall be used to strengthen and improve controls. A review shall be held following any incident that caused material disruption, involved personal data, or required notification to a third party, recording the events, what operated effectively, what did not, and corrective actions with owners and dates. Corrective actions shall be tracked to closure under section 9.1.
[bookmark: _Toc240388347]15.  Exceptions and enforcement
[bookmark: _Toc240388348]15.1  Exceptions
Where a requirement of this policy cannot be met, an exception shall be requested in writing, assessed for risk, approved at the level at which the underlying risk would be accepted, assigned a compensating control and an expiry date, and recorded in the exception register. Exceptions shall be reviewed at each review of this policy and reflected in the Statement of Applicability where they affect a selected control.
[bookmark: _Toc240388349]15.2  Enforcement
Deliberate or repeated breach of this policy may be addressed under the organization's disciplinary procedure and, for suppliers and contractors, may result in termination of the engagement.
[bookmark: _Toc240388350]16.  Document control
[bookmark: _Toc240388351]16.1  Revision history
	Version
	Date
	Author
	Summary of change

	1.0
	
	
	First adoption

	
	
	
	

	
	
	
	


[bookmark: _Toc240388352]16.2  Approval
By signature below, the approver confirms that this policy has been reviewed, that it states controls the organization requires, and that responsibility for its implementation has been assigned.
	Role
	Name
	Signature
	Date

	Document owner
	
	
	

	Approver
	
	
	




[bookmark: _Toc240388353]Appendix A.  Alignment with ISO/IEC 27001:2022
This appendix is guidance and does not form part of the policy.
ISO/IEC 27001:2022 comprises management system requirements in Clauses 4 to 10, which are mandatory for certification and cannot be tailored, and a reference set of 93 controls in Annex A grouped into four themes: Organizational (5.1 to 5.37, 37 controls), People (6.1 to 6.8, 8 controls), Physical (7.1 to 7.14, 14 controls) and Technological (8.1 to 8.34, 34 controls).
The 2013 edition, which organized 114 controls across fourteen domains, has been retired. A policy structured around those fourteen domains signals to an assessor that it has not been maintained, and this is the most common structural deficiency in documentation of this kind.
	This policy
	ISO/IEC 27001:2022

	Section 2, Context and scope
	Clause 4

	Section 4, Leadership and accountability
	Clause 5

	Section 5, Planning
	Clause 6, including 6.1.3 Statement of Applicability and 6.3 Planning of changes

	Section 6, Support
	Clause 7

	Section 7, Operation
	Clause 8

	Section 8, Performance evaluation
	Clause 9

	Section 9, Improvement
	Clause 10

	Section 10, Organizational controls
	Annex A theme 5

	Section 11, People controls
	Annex A theme 6

	Section 12, Physical controls
	Annex A theme 7

	Section 13, Technological controls
	Annex A theme 8

	Section 14, Incident management
	Annex A 5.24 to 5.28


Eleven controls were added in the 2022 revision. Each is addressed in this policy: threat intelligence (10.3), ICT supply chain security (10.9), information security for cloud services (10.9), ICT readiness for business continuity (10.11), physical security monitoring (12.3), configuration management (13.8), information deletion (13.9), data masking (13.9), data leakage prevention (13.9), monitoring activities (13.12), web filtering (13.14) and secure coding (13.17).
[bookmark: _Toc240388354]Appendix B.  On the Statement of Applicability
This appendix is guidance and does not form part of the policy.
The Statement of Applicability is the document an auditor examines first, alongside the scope statement. It records every Annex A control, whether it is applicable, the justification for that determination, and the implementation status.
Two errors are common. The first is selecting controls because they appear in the annex rather than because they address an identified risk, which produces a management system nobody can sustain. The second is excluding controls without recorded justification, which an assessor will treat as an omission rather than a decision.
Exclusion is legitimate. Not every organization develops software, operates equipment rooms or initiates payments. What is required is that the exclusion be deliberate, justified and recorded.
[bookmark: _Toc240388355]Appendix C.  Implementation commentary
This appendix is guidance and does not form part of the policy. It identifies the points at which documentation of this kind most often fails in practice.
[bookmark: _Toc240388356]C.1  Accountability (section 4.1)
Where the only named owner of security is an external provider, the policy has no accountable person and no assessor, insurer or major customer will accept it. The named individual should hold authority both to spend and to halt a change. Without the second, the accountability is nominal.
[bookmark: _Toc240388357]C.2  Risk expression and residual ratings (section 5)
Technical deficiencies do not permit prioritization. The absence of multi-factor authentication is not a risk. An attacker reaching the finance mailbox and diverting a supplier payment is a risk, and the absence of multi-factor authentication is one reason it is likely.
Unverified treatment is the most common route by which a risk register drifts away from reality. A control implemented but never tested should not produce the same residual rating as one demonstrated to operate.
[bookmark: _Toc240388358]C.3  Inventory (section 10.5)
The inventory underpins almost every other control. A device absent from it cannot be patched, encrypted or wiped. A cloud service absent from it cannot be assessed or offboarded. Reconciliation against expenditure records is specified because the list an organization remembers is consistently shorter than the list it pays for.
[bookmark: _Toc240388359]C.4  Access control (section 13.3)
The prohibition on replicating another individual's permissions addresses the principal mechanism by which privilege accumulates. Replication is convenient and is the most common reason an account holds permissions nobody can justify.
The requirement that access reviews be approved by the business owner exists because the two parties answer different questions. IT can establish who holds access. Only the manager can establish whether they should. A review producing no changes across an entire organization has usually not been performed.
The evidence test for removal is straightforward: take the leaver list for the last twelve months and match it against account disablement timestamps.
[bookmark: _Toc240388360]C.5  Backup (section 13.10)
Two clauses carry disproportionate weight. The first requires a copy that cannot be deleted using production administrative credentials; where this is not satisfied, the organization holds copies rather than backups, and an attacker obtaining administrative access will destroy them before encrypting production.
The second requires that restoration be tested and the time recorded. Successful backup reports establish that a job ran. They do not establish that data can be recovered, how long recovery would take, or whether the recovered data is usable.
[bookmark: _Toc240388361]C.6  Payment controls (section 13.19)
Payment diversion fraud is consistently among the largest sources of direct financial loss in organizations of this size and is not addressed by technical controls. Verification using a number supplied within the request provides no assurance, and this is the mechanism by which the majority of such losses occur.
[bookmark: _Toc240388362]C.7  Incident reporting (section 11.8)
The clause stating that no disciplinary action shall follow from the act of reporting should not be removed. An organization in which personnel delay reporting because they anticipate consequences has materially impaired its own response capability, and the delay is typically measured in days.
[bookmark: _Toc240388363]C.8  Independent review (section 10.13)
Self-assessment is a management tool. It is not assurance, and describing it as such in a response to a customer or insurer damages credibility at the point the distinction is noticed.
[bookmark: _Toc240388364]Appendix D.  Evidence of operation
This appendix is guidance and does not form part of the policy. It identifies, for each substantive requirement, the artefact that demonstrates the control operates and the population that artefact is required to cover.
Completing the final two columns provides a direct measure of the distance between the policy as adopted and the controls as operated. It also constitutes preparation for a customer security questionnaire, an insurance renewal or an independent assessment, each of which requests the same artefacts.
	Requirement
	Evidence that demonstrates it
	Population it must cover
	Held
	Date

	Scope (2.2)
	Approved scope statement with exclusions justified
	Not applicable
	
	

	Accountability (4.1)
	Record naming the individual and their authority
	Not applicable
	
	

	Governance forum (4.3)
	Minutes recording risks, incidents and decisions
	All meetings in the period
	
	

	Risk assessment (5.1)
	Assessment results retained, with owners
	All risks in scope
	
	

	Risk treatment (5.2)
	Treatment plan approved by risk owners
	All treated risks
	
	

	Statement of Applicability (5.3)
	Approved SoA covering all 93 Annex A controls
	All controls, included and excluded
	
	

	Objectives (5.5)
	Objectives with measures, owners and dates
	All objectives set
	
	

	Competence (6.2)
	Evidence of education, training or experience
	All persons in relevant roles
	
	

	Monitoring (8.1)
	Monitoring results reported to the forum
	All measures defined
	
	

	Internal audit (8.2)
	Audit program and audit results
	All audits in the period
	
	

	Management review (8.3)
	Review inputs and documented outputs
	All reviews in the period
	
	

	Corrective action (9.1)
	Nonconformity records with cause and effectiveness review
	All nonconformities raised
	
	

	Inventory (10.5)
	Inventory reconciled against expenditure or discovery data
	All devices, systems and services
	
	

	Supplier assessment (10.9)
	Completed assessments and agreed security terms
	All suppliers with access
	
	

	Breach notification terms (10.9)
	Contract clause stating the period
	All critical suppliers
	
	

	Out-of-hours support (10.9)
	Contract clause stating services and response time
	Not applicable
	
	

	Continuity testing (10.11)
	Test record, objective stated against time achieved
	Critical systems
	
	

	Independent review (10.13)
	Review report and date
	Scope reviewed
	
	

	Screening (11.1)
	Screening records
	All persons granted access in the period
	
	

	Training (11.3)
	Completion record by individual
	All personnel
	
	

	Physical access (12.1)
	Access records and review of rights
	All secure areas
	
	

	Disposal (12.7)
	Disposal record with device identifier and method
	All devices disposed of
	
	

	Endpoint protection (13.1, 13.6)
	Console export with last check-in per device
	All managed devices
	
	

	Privileged access (13.2)
	Privileged account list with owners and justification
	All privileged accounts
	
	

	Access provisioning (13.3)
	Approved requests against role profiles
	All access granted in the period
	
	

	Access removal (13.3)
	Leaver list matched to account disablement timestamps
	All leavers in the period
	
	

	Access review (13.3)
	Review approved by business owner, showing removals
	All users in scope
	
	

	Authentication (13.4)
	Authentication methods export
	All accounts, including administrative and third party
	
	

	Patching (13.7)
	Compliance report as a proportion within target
	All in-scope systems
	
	

	Configuration (13.8)
	Baseline definition and deviation report
	All in-scope systems
	
	

	Information deletion (13.9)
	Deletion records against the retention schedule
	All categories due for deletion
	
	

	Backup coverage (13.10)
	Job report listing systems and last successful run
	All critical systems
	
	

	Backup isolation (13.10)
	Configuration evidence of immutability or separate credentials
	All backup sets
	
	

	Restore testing (13.10)
	Dated restore record including time taken
	At least one critical system
	
	

	Logging (13.12)
	Retention configuration and a query spanning the full period
	All security-relevant sources
	
	

	Mail forwarding (13.16)
	Mailbox rule audit
	All mailboxes
	
	

	Mail authentication (13.16)
	Published records with policy state
	All sending domains
	
	

	Payment verification (13.19)
	Procedure and a record of a verification performed
	All bank detail changes
	
	

	Incident exercise (14.1)
	Exercise record with findings and actions
	Response team
	
	

	Obligations record (10.12)
	Register of obligations mapped to controls
	All applicable obligations
	
	


Where evidence covers part of a population only, the portion covered should be stated. A subset presented as a whole population will be identified and will undermine the remainder.
[bookmark: _Toc240388365]Appendix E.  Adoption checklist
This appendix is guidance and does not form part of the policy.
	#
	Step
	Done

	1
	Determine and document the scope of the management system, including exclusions and their justification.
	

	2
	Replace every bracketed field with a value specific to the organization.
	

	3
	Identify and name the accountable role in section 4.1, and confirm that individual accepts it.
	

	4
	Perform a risk assessment and produce a risk treatment plan approved by risk owners.
	

	5
	Produce the Statement of Applicability covering all 93 Annex A controls, with justification for each inclusion and exclusion.
	

	6
	Remove or amend any clause in Part Two describing a control determined not applicable in the Statement of Applicability.
	

	7
	Complete Appendix D and record which evidence artefacts are held today.
	

	8
	Add any requirement marked as not held to the risk treatment plan, or record an exception under section 15.
	

	9
	Obtain approval and record it in section 16.2, including the approval date.
	

	10
	Issue to all personnel within scope and record acknowledgement.
	

	11
	Set the review date and diarise it.
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