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[bookmark: _Toc240388076]Executive summary
This plan states how the organization prepares for, responds to and recovers from information security incidents. It defines severity, assigns authority, sets out the response sequence, provides playbooks for the scenarios most likely to occur, and states the obligations that arise once an incident is confirmed.
WHY THIS DOCUMENT EXISTS
Organizations rarely fail at incident response because nobody knew what to do technically. They fail because nobody knew who could authorize disconnecting a system, because the contact list was out of date, or because the support contract contained no obligation to answer outside business hours.
Each of those is resolved on an ordinary afternoon. None is resolvable at two in the morning with systems encrypted and a customer on the telephone.
WHAT THIS DOCUMENT CONTAINS
Part One establishes scope, authority, severity and the preparation that must be in place before an incident. Part Two sets out the response lifecycle in operational detail. Part Three provides playbooks for five scenarios. Part Four covers obligations, recovery and review. The appendices carry the forms, the contact list, communication templates, a maintenance schedule and a mapping to current NIST guidance.
WHO THIS DOCUMENT IS FOR
The incident lead and deputy, whoever performs technical response whether internal or contracted, whoever authorizes payments, whoever speaks for the organization, and the executive who will make decisions carrying financial or legal consequence. Each role is defined in section 4.
HOW TO USE IT
Read Part One and Part Two before an incident. Use Part Three during one. The playbooks are written to be followed by somebody under pressure who has not reread the earlier sections.
Hand this plan to somebody who was not involved in writing it and ask what they would do first. If they hesitate, the plan is not finished.
A CAUTION ABOUT ADOPTION
Every named role, period and threshold in this plan is a decision the organization must take rather than inherit. A plan adopted without those decisions describes an organization that does not exist, and will not survive contact with an actual incident.
[bookmark: _Toc240388077]1.  Purpose, scope and authority
[bookmark: _Toc240388078]1.1  Purpose
This plan exists to ensure that the organization's response to an information security incident is prompt, proportionate, coordinated and recorded. It establishes a single point of coordination, removes ambiguity about who may take disruptive action, and ensures that obligations to customers, regulators and insurers are identified and met.
It is also the document the organization produces when a customer, an insurer or a regulator asks how it would respond. For that purpose it must describe what the organization would actually do, not what it would wish to do.
[bookmark: _Toc240388079]1.2  Scope
This plan applies to any event that compromises, or may compromise, the confidentiality, integrity or availability of the organization's systems or information, in any environment on which the organization depends.
Included
•   Systems and services the organization operates directly, wherever hosted
•   Systems operated on the organization's behalf by suppliers, cloud providers and managed service providers
•   End user devices, whether issued by the organization or personally owned and permitted for work
•   Events at a supplier affecting the organization's information, whether or not the organization's own systems are involved
•   Physical events with information security consequence, including theft of devices and unauthorized access to premises
•   Suspected events, which are treated as incidents until established otherwise
Excluded
•   Physical emergencies, health and safety events and building evacuations, which are addressed in the organization's emergency procedures
•   Routine system faults and outages with no security dimension, addressed through normal service management
•   Blocked attacks with no access gained, which are logged but do not invoke this plan unless volume or pattern indicates a campaign
[bookmark: _Toc240388080]1.3  Authority
This plan is approved by the executive sponsor and its requirements apply to all personnel and to contracted parties performing response activity on the organization's behalf.
During a declared incident, the incident lead has authority to direct the activities set out in this plan, to convene personnel across functions, and to require information from any part of the organization. That authority applies for the duration of the incident and ends when normal operations are declared resumed.
The containment authority named in section 4 may disconnect systems, disable accounts and take services offline without seeking further approval. This authority exists because containment delayed for approval is containment that arrives after the damage.
[bookmark: _Toc240388081]1.4  Relationship to other documents
Information security policy.   Establishes the requirement for incident management. This plan gives effect to it.
Business continuity plan.   Addresses continuing operations during disruption. Invoked alongside this plan where an incident causes material loss of availability.
Backup and recovery policy.   Governs the copies this plan relies on for recovery, and the isolation that determines whether they survive an attack.
Privacy notice and data protection arrangements.   Determine obligations where personal data is involved.
Supplier agreements.   Establish what contracted parties are obliged to do, and within what period. Section 5.4 requires these to be known in advance.
[bookmark: _Toc240388082]2.  Definitions
	Term
	Definition

	Security event
	An observable occurrence that may be relevant to the security of systems or information. Most events are not incidents.

	Security incident
	An event, or series of events, that compromises or may compromise confidentiality, integrity or availability. A suspected incident is treated as an incident until established otherwise.

	Personal data breach
	An incident resulting in accidental or unlawful destruction, loss, alteration or unauthorized disclosure of, or access to, personal data. Carries notification obligations that ordinary incidents do not.

	Declared incident
	An event formally classified as an incident by the incident lead, from which point this plan governs the response and the log is maintained.

	Containment
	Action taken to limit the scope or impact of an incident, undertaken before the cause is necessarily understood.

	Eradication
	Removal of the attacker's access and of any mechanism they established to regain it.

	Known-good copy
	A backup taken before the earliest evidence of compromise, and therefore safe to restore from.

	Dwell time
	The period between initial compromise and its detection. Determines how much must be investigated.

	Out-of-band channel
	A communication route not dependent on the systems affected by the incident.

	Indicator of compromise
	An observable artefact suggesting that a system has been compromised, such as an address, a file hash or an account behaviour.

	Near miss
	An event that caused no harm but would have done had a control not operated or had circumstances differed slightly. Recorded and reviewed.


[bookmark: _Toc240388083]3.  Three failures that recur
Incident response plans fail in predictable ways. Each of the following is resolved before an incident and effectively unresolvable during one. They are stated at the front of this plan because addressing them matters more than any refinement to the response sequence.
The plan cannot be found
Held on the network it describes protecting, or attached to a mailbox that forms part of the incident. Section 5.1 requires a copy outside those systems, printed or on a device that does not depend on them.
The copy must include the contact list. A plan without reachable contacts is a procedure without people.
The contact list is out of date
Numbers that no longer work, for people who no longer hold the role. Appendix C requires three numbers to be called every six months with the date recorded.
Testing the list is not optional maintenance. An untested list is an assumption, and it will fail at the point it is first relied upon.
Nobody knows who may disconnect
Containment stalls while people establish who has authority to take a system offline, and the stall is typically measured in hours during which information continues to leave.
Section 4 names that individual. That individual must know they have been named, and must know what they are authorized to do without asking.

	THE FOURTH FAILURE, DISCOVERED LATER
That the support contract contains no out-of-hours obligation, or contains one materially weaker than assumed.
Establish in writing what the provider is obliged to do outside business hours, within what response time, and how they are contacted. Record it in section 5.4. Organizations routinely discover the absence at the moment they first need it, and the discovery arrives alongside everything else.


[bookmark: _Toc240388084]4.  Roles and responsibilities
Complete the names in Appendix C before this plan is issued. A role with no name against it is a role nobody will fill, and the gap will be discovered at the worst moment.
[bookmark: _Toc240388085]4.1  Incident lead
Runs the response and is the single point of coordination. Declares an incident, assigns severity, convenes the response team, directs activity, maintains the log, and decides when to escalate.
1. Acknowledges every report and records the time of acknowledgement.
1. Assigns severity using section 6 and reassesses it as understanding develops.
1. Determines whether evidence preservation is required before remediation begins.
1. Maintains the incident log, or delegates it explicitly to a named individual.
1. Decides what is communicated internally and when, in conjunction with communications.
1. Declares normal operations resumed and records the basis for that decision.
The incident lead need not be the most technically capable person available, and is frequently better if they are not. Coordination and technical investigation compete for attention, and the person performing forensics cannot simultaneously manage the response.
[bookmark: _Toc240388086]4.2  Deputy incident lead
Assumes the incident lead role when the lead is unavailable, on leave, or is themselves affected by the incident. Holds the same authority.
The deputy must have participated in at least one exercise in the previous twelve months. A deputy who has never run the plan is a name on a page rather than a functioning deputy.
[bookmark: _Toc240388087]4.3  Containment authority
Authorized to disconnect systems, disable accounts, revoke sessions, block network routes and take services offline without seeking further approval, where doing so limits an active incident.
This authority exists specifically so that containment is not delayed by an approval chain. The holder is accountable for exercising it proportionately, and every action taken under it is recorded in the log with the reasoning.
Where the holder is unavailable, the incident lead assumes the authority. Where both are unavailable, the executive sponsor does. The chain must be unambiguous and must not terminate in a role that may be asleep.
[bookmark: _Toc240388088]4.4  Technical response
Investigates, contains, eradicates and recovers. May be internal, contracted, or a combination. Where contracted, the agreement must state what is provided outside business hours, within what response time, and how the provider is contacted.
1. Preserves evidence before remediating, where the incident lead has determined preservation is required.
1. Identifies the entry point, the extent of access, and any persistence the attacker established.
1. Reports findings to the incident lead in terms the lead can act on, rather than in raw technical output.
1. States plainly what could not be established, and why.
[bookmark: _Toc240388089]4.5  Communications
Handles all communication outside the response team. Nobody else speaks for the organization, including to customers who ask directly, to media, and on social platforms.
1. Drafts internal and external communications for approval by the executive sponsor.
1. Maintains a record of what was said, to whom, and when.
1. Prepares holding statements in advance of confirmed facts, so that silence is not the only option.
1. Coordinates with legal before any external communication is issued.
[bookmark: _Toc240388090]4.6  Legal
Advises on notification obligations under applicable law and under contract, preserves legal privilege where it applies, and advises on communication that may later be relied upon in a dispute.
Engaged early rather than after a notification has already been issued. The most consequential decisions in an incident involving personal data are taken in the first twenty-four hours, and they are legal decisions as much as technical ones.
[bookmark: _Toc240388091]4.7  Executive sponsor
Decides on expenditure, on informing customers, and on any matter carrying legal, financial or reputational consequence. Approves external communications. Accepts residual risk where a decision is taken not to act.
The executive sponsor does not run the response. Where the sponsor assumes operational control, the incident lead role is effectively vacated and coordination degrades.
[bookmark: _Toc240388092]4.8  All personnel
Report anything that appears wrong, promptly, through the route published by the organization. No disciplinary action follows from the act of reporting, including where the reporting individual caused the problem.
	WHY THE NO-BLAME CLAUSE IS OPERATIVE RATHER THAN DECORATIVE
The single most damaging thing an organization can do to its own response capability is create conditions in which people delay reporting because they anticipate consequences.
The delay is typically measured in days. In that period an attacker establishes persistence, moves laterally and exfiltrates. A culture that surfaces a mistake within minutes is worth more than any detection tooling the organization is likely to buy.



[bookmark: _Toc240388093]5.  Preparation
The quality of a response is determined almost entirely by what was in place beforehand. The following must be established and maintained, and each is verified on the schedule in Appendix D.
[bookmark: _Toc240388094]5.1  Accessibility of this plan
1. A current copy is held outside the systems it covers: printed and held by the incident lead and deputy, or on a device that does not depend on the organization's network or mail platform.
1. The offline copy includes the full contact list from Appendix C.
1. The offline copy is replaced whenever the plan or the contact list is amended, and the replacement date is recorded.
[bookmark: _Toc240388095]5.2  Out-of-band communication
Where electronic mail or the primary messaging platform is compromised, coordinating the response through it discloses the response to the attacker. An alternative channel is agreed in advance.
1. A fallback channel is nominated and the response team knows what it is without needing to look it up.
1. The channel does not authenticate against the organization's identity platform, because that platform may itself be compromised.
1. Personal mobile numbers for the response team are held in the offline copy of the contact list.
1. The channel is exercised at least annually so that people have used it before they need it.
[bookmark: _Toc240388096]5.3  Evidence capability
1. Logging is enabled and retained for a period sufficient to investigate an incident discovered some time after it began.
1. The retention period is known, and is recorded here rather than discovered during an investigation.
1. The response team knows how to export logs from each significant platform without assistance from the platform's administrator, who may be implicated.
1. Storage exists for evidence copies that is separate from production and from backup.
[bookmark: _Toc240388097]5.4  Supplier obligations
Where the organization depends on a supplier for technical response, the following are established in writing in advance and recorded in Appendix C.
What they will do.   The specific activities covered. Investigation and containment are frequently outside a standard support agreement.
When they will do it.   The hours covered and the response time committed. Business hours support is not incident response.
How they are reached.   The out-of-hours route, which is rarely the number used during the day.
Who may authorize.   Whether the organization's incident lead can direct them, or whether authorization must come from a named contract holder.
What it costs.   Whether incident work is included, chargeable, or requires a separate engagement. An unexpected commercial negotiation at two in the morning delays the response.
[bookmark: _Toc240388098]5.5  Insurance
1. The policy, its limits, its conditions and the claims notification route are recorded in Appendix C.
1. Whether the insurer requires notification before an external responder is appointed, and whether the responder must be drawn from an approved panel.
1. Whether the policy imposes conditions that affect the response, such as requirements to preserve evidence or to avoid admissions.
1. Who in the organization is authorized to notify the insurer.
	THE CONDITION THAT SURPRISES PEOPLE
Many policies require notification before an external incident responder is engaged, and some limit cover where a firm outside an approved panel is used. This is discovered after the engagement more often than before it, and the consequence falls on the organization rather than the responder.


[bookmark: _Toc240388099]5.6  Exercising
The plan is exercised at least annually, using a scenario drawn from Part Three. The exercise involves the people named in Appendix C rather than their delegates, and produces findings that are tracked to closure.
An exercise in which nothing was found was usually not an exercise. The purpose is to surface the gaps while they are cheap.
[bookmark: _Toc240388100]6.  Severity classification
Severity determines how quickly the organization responds and who is involved. It is assigned by the incident lead at triage and reassessed as understanding develops. Severity may be raised at any point; it is lowered only with the incident lead's explicit decision recorded in the log.
[image: ]
Figure 1.  Severity bands and the response each requires.
[bookmark: _Toc240388101]6.1  Critical
An incident causing, or highly likely to cause, material loss or material disruption, or involving confirmed unauthorized access to personal or customer information.
1. Systems encrypted or rendered unusable by malicious action.
1. Confirmed unauthorized access to, or exfiltration of, personal or customer information.
1. Funds transferred to an attacker, or a payment diverted.
1. Core business systems unavailable with no established restoration time.
1. Confirmed compromise of the identity platform or of administrative credentials with broad access.
Response commences immediately, at any hour. The response team is convened within thirty minutes. The executive sponsor is informed immediately. Legal and the insurer are engaged the same day.
[bookmark: _Toc240388102]6.2  High
An incident with confirmed unauthorized access or malicious activity, where the extent is not yet established and material harm remains possible.
1. A user account or mailbox confirmed compromised.
1. Malware confirmed on a device with access to sensitive information.
1. Unauthorized access by a former member of staff or by a supplier beyond their authorization.
1. A supplier reports a breach affecting the organization's information.
1. Unauthorized change to a production system with no approved change record.
Response commences the same working day. The response team is convened within two hours. The executive sponsor is informed the same day.
[bookmark: _Toc240388103]6.3  Medium
An incident where unauthorized access is possible but unconfirmed, or where the potential harm is limited.
1. Phishing reported where credentials were entered but no unauthorized access has been identified.
1. A device lost or stolen while encrypted and remotely wipeable.
1. Unusual account activity requiring investigation but with no confirmed compromise.
1. A minor configuration exposure identified and closed before evidence of exploitation.
Response commences the next working day. The incident lead determines whether the response team is convened.
[bookmark: _Toc240388104]6.4  Low
An event with no access gained and no material potential for harm. Logged and reviewed for pattern, but does not invoke the response sequence.
1. Phishing reported and not acted upon.
1. A blocked malware detection on a managed device.
1. A near miss where a control operated as intended.
	RATE IT UP, NOT DOWN
Where it cannot be determined whether an incident is high or medium, it is treated as high until established otherwise.
Over-classification costs an afternoon of attention. Under-classification costs the incident. The asymmetry is not close, and the instinct to avoid raising an alarm is the instinct to resist.


[bookmark: _Toc240388105]6.5  Aggravating factors
The following raise severity by one band regardless of the initial assessment.
1. Personal data is, or may be, involved.
1. The incident affects a customer's information or a customer's systems.
1. The organization is subject to a contractual notification period that has begun to run.
1. Evidence suggests the attacker retains access.
1. The incident involves the identity platform, the backup platform, or any system from which the attacker could reach either.
1. Media or regulatory interest exists or is likely.
[bookmark: _Toc240388106]7.  Response lifecycle
[image: ]
Figure 2.  The six phases. Containment precedes full investigation while information remains at risk.
[bookmark: _Toc240388107]7.1  Phase 1.  Detect and report
Incidents reach the organization through reports from personnel, alerts from monitoring, notification by a supplier or customer, or contact from an external party including law enforcement.
1. Any person who observes something that appears wrong reports it through the published route, without delay and without first establishing whether it is genuine.
1. The incident lead acknowledges the report, records the time of acknowledgement, and assigns a reference.
1. The initial record captures what was observed, by whom, at what time, and on which system. Facts only. Interpretation is recorded separately and identified as such.
1. Where the reporter believes they caused the problem, that is recorded without comment or consequence.
1. Where the report arrives from outside the organization, the reporter's identity and route are recorded, and the report is treated as credible until established otherwise.
[bookmark: _Toc240388108]7.2  Phase 2.  Triage
1. The incident lead assigns severity under section 6 and records the basis for the assessment.
1. A decision is taken whether to convene the response team. For critical and high severity this is not discretionary.
1. The log is opened. From this point every action and decision is recorded with a timestamp and the name of whoever took it.
1. The incident lead determines whether evidence preservation is required before any remediation, and records that determination.
1. An initial scope is established: which systems, which accounts, which information, and over what period.
1. Where the incident may involve personal data, legal is engaged immediately rather than after the technical position is understood.
	PRESERVE BEFORE YOU REPAIR
Rebuilding a compromised machine destroys the record of what happened on it, and that record is frequently the only means of establishing what was accessed.
Where preservation is required: disconnect from the network but leave the device powered on unless advised otherwise, because memory contents are lost on shutdown. Take a forensic copy before changing anything. Record who held the device, when, and every action taken on it.
The cost of preserving evidence unnecessarily is a delay of hours. The cost of destroying it is an inability to answer the only question a regulator or customer will ask.


[bookmark: _Toc240388109]7.3  Phase 3.  Containment
Containment limits the incident while the full picture is still forming. It is performed by the containment authority and does not wait for the cause to be understood.
Immediate containment actions
1. Isolate affected devices by disconnecting them from the network. Do not power down where evidence preservation applies.
1. Disable compromised accounts and revoke active sessions and tokens. A password reset alone does not terminate a session already established, and attackers commonly persist through existing tokens.
1. Remove unauthorized mailbox forwarding and inbox rules, recording their configuration before deletion.
1. Revoke and reissue any credential, key or token that may have been exposed.
1. Block the identified route in, at the network boundary or within the identity platform.
1. Establish whether backups are reachable from the compromised environment. Where they are, isolate them before anything else, because an attacker who reaches them removes the organization's only recovery path.
Containment decisions with business impact
Where containment would interrupt a business process, the incident lead consults the business process owner and the executive sponsor. Where the delay in consulting would allow material harm, the containment authority acts and the decision is recorded and reviewed afterwards.
The bias is toward containment. A service restored an hour later is recoverable; information exfiltrated during an hour of deliberation is not.
[bookmark: _Toc240388110]7.4  Phase 4.  Investigation
1. Establish the entry point. Without it, containment may be incomplete and the attacker may return through the same route.
1. Establish the extent of access: which systems, which accounts, which information, and over what period.
1. Establish dwell time. An incident detected today may have begun months ago, and the investigation window follows the earliest evidence rather than the date of detection.
1. Identify any persistence the attacker established: additional accounts, scheduled tasks, modified configurations, forwarding rules, registered devices or application consents.
1. Determine whether personal data was involved, whose, how much, and of what kind. This drives notification and cannot be deferred.
1. Record the limits of the investigation. What could not be established, and why, matters as much as what could, and will be asked about.
[bookmark: _Toc240388111]7.5  Phase 5.  Notification
Notification obligations are addressed in section 8. Phase 5 is where they are executed, and it runs in parallel with investigation rather than after it, because the periods are short and they run from awareness rather than from understanding.
[bookmark: _Toc240388112]7.6  Phase 6.  Eradication, recovery and review
1. Remove the attacker's access and any persistence identified during investigation.
1. Restore from a copy taken before the earliest evidence of compromise. Restoring from a later copy reinstates the attacker.
1. Where compromise of a system is confirmed, rebuild in preference to restoring in place.
1. Verify the integrity of restored data before returning systems to use.
1. Reset credentials across the affected environment, not only for accounts known to have been involved.
1. Monitor closely for recurrence for at least thirty days, with heightened alerting on the systems and accounts involved.
1. Declare normal operations resumed, recording who decided and on what basis.
1. Hold a post-incident review under section 10.
[bookmark: _Toc240388113]8.  Notification obligations
Notification periods run from the point the organization becomes aware, not from the point it understands. Establish each period below in advance and record it here. Researching an obligation during an incident is how deadlines are missed.
Executive sponsor
Immediately for critical and high severity. Not deferred until the position is understood, because the sponsor may need to make decisions that shape the investigation.
Insurer
Before appointing any external responder. Check whether the policy requires a panel firm, and whether notification itself must precede engagement.
Late notification can affect cover. The claims route and the authorized notifier are recorded in Appendix C.
Legal
Before any external notification is issued, and immediately where personal data may be involved.
Regulator
Within the period set by applicable law. Where personal data is involved, that period is frequently seventy-two hours from awareness and may not be extended by uncertainty about the extent.
Record the applicable period, the regulator and the submission route in Appendix C.
Affected customers
Within any period stated in the contract. Periods of twenty-four and forty-eight hours are common in supply agreements and are easily missed.
Review the contracts of the organization's largest customers now, and record the shortest applicable period.
Affected individuals
Where required by law, and where the incident is likely to result in harm to them. The content required is prescribed in most jurisdictions and is set out in the template at Appendix F.
Bank
Immediately where funds are involved. Recovery of a diverted payment depends on hours, and frequently on the first hour.
Law enforcement
Where the incident involves criminal activity and where reporting is required or advisable. Decided by the executive sponsor on legal advice.
Staff
Once there is something accurate to say, and before they learn of it from another source. Silence generates speculation that is harder to correct than facts.

	THE PERIOD THAT CATCHES ORGANIZATIONS OUT
Contractual notification periods are shorter than regulatory ones and are enforced by a party with a direct commercial relationship. A twenty-four hour period in a customer agreement will be breached while the organization is still establishing what happened.
This is why the periods are established in advance and why the holding statement at Appendix F exists: a notification can be issued within the period on the basis of what is known, and updated as understanding develops.



[bookmark: _Toc240388114]9.  Playbooks
The following cover the scenarios most likely to affect an organization of this size. Each is written to be followed during an incident by somebody who has not reread the earlier sections. They supplement the response lifecycle in section 7 rather than replacing it.
[bookmark: _Toc240388115]9.1  Business email compromise and payment diversion
The most common incident affecting organizations of this size, and the one with the most direct financial consequence. Frequently detected when a supplier asks where their payment is.
Immediate actions, first thirty minutes
1. Contact the bank. Where a payment has left, recovery depends on hours. Provide the reference, the amount, the destination and the time.
1. Disable the affected account and revoke all active sessions and tokens. A password reset alone is insufficient.
1. Preserve the mailbox before changing its configuration. Export the audit log covering at least the preceding ninety days.
1. Identify and record any forwarding rules, inbox rules, delegate permissions or registered devices before removing them. These are the attacker's persistence and the record of them establishes duration.
1. Establish whether any other account shows similar rules or sign-in patterns from the same source.
Investigation
1. Determine when access began, from sign-in logs rather than from when the fraud was noticed. Access frequently precedes the fraudulent instruction by weeks.
1. Establish what the mailbox contained over the access period. This determines whether the incident is a fraud or also a data breach, and the distinction drives notification.
1. Identify every message sent from the account during the period, including those deleted from the sent folder.
1. Determine whether the attacker contacted other customers or suppliers from the account.
1. Establish whether the same credentials were used elsewhere.
Notification
1. The bank, immediately.
1. The insurer, before engaging an external responder.
1. The genuine supplier, whose correspondence was likely read.
1. Any customer or individual whose personal data was in the mailbox, subject to legal advice.
1. The regulator, where personal data was involved.
	THE QUESTION THAT DETERMINES THE SCALE
Not whether money moved, but what was in the mailbox during the access period. A payment diversion is a financial loss. A mailbox containing customer correspondence, payroll information or identity documents, read over eleven weeks, is a personal data breach with notification obligations attached.


[bookmark: _Toc240388116]9.2  Ransomware
Distinguished by speed. The period between detection and complete encryption is frequently under an hour, and containment decisions taken in the first minutes determine the scale.
Immediate actions
1. Isolate affected systems from the network immediately. Disconnect rather than power down, unless advised otherwise.
1. Isolate the backup environment before anything else. An attacker with administrative credentials will destroy reachable backups before encrypting production, and frequently has already attempted it.
1. Disable the accounts used to deploy the encryption, and any account showing administrative activity outside its normal pattern.
1. Establish whether encryption is still spreading. Where it is, containment takes absolute priority over investigation.
1. Do not attempt to decrypt, restore or clean any system until the scope is established.
1. Preserve at least one encrypted system intact for investigation.
Decisions that require the executive sponsor
Whether to engage an external responder.   Subject to insurer conditions. Decide within the first hours, not the first days.
Whether to restore or rebuild.   Restoring into an environment where persistence remains reinstates the attacker.
Which copy to restore from.   The copy must predate the earliest evidence of compromise, not the encryption. These are frequently weeks apart.
Whether the incident is also a data breach.   Modern ransomware exfiltrates before encrypting. Absence of an extortion demand does not establish absence of exfiltration.
Whether to communicate publicly.   Decided with legal and communications, before the position is forced by a third party disclosing it first.
This plan does not address whether to pay a ransom. That decision involves legal, regulatory and insurance considerations specific to the circumstances and jurisdiction, and is taken by the executive sponsor on legal advice.
[bookmark: _Toc240388117]9.3  Confirmed data breach
Invoked where personal or customer information has been, or may have been, accessed or disclosed without authorization. Frequently arises from another incident rather than independently.
1. Establish the categories of information involved, the number of individuals affected, and the period over which access was possible.
1. Establish whether the information was encrypted or otherwise rendered unintelligible, which affects notification obligations in most jurisdictions.
1. Engage legal immediately. Notification periods run from awareness, and awareness is a lower threshold than certainty.
1. Prepare the regulator notification using the template at Appendix F, and submit within the applicable period even where the picture is incomplete. Incomplete notification within the period is materially better than complete notification outside it.
1. Determine whether affected individuals must be notified directly, and prepare that communication before it is required.
1. Establish whether the organization is a controller or a processor for the information involved, because the obligations differ and a processor's first obligation is usually to its customer.
1. Record the reasoning behind every determination. A regulator will examine the decision process as closely as the outcome.
[bookmark: _Toc240388118]9.4  Lost or stolen device
1. Establish whether the device was encrypted and whether encryption was active at the time, rather than merely configured.
1. Remotely wipe where the capability exists and the device is reachable, recording the time of the wipe command and whether it was confirmed.
1. Revoke the device's access tokens and registered status in the identity platform, which persists independently of the device.
1. Establish what information was held locally rather than only synchronized.
1. Where the device was unencrypted, or encryption cannot be confirmed, treat the incident as a potential data breach under 9.3.
1. Report the theft to law enforcement where appropriate, and record the crime reference for the insurer.
[bookmark: _Toc240388119]9.5  Supplier breach
Where a supplier notifies the organization of an incident affecting its information, or where the organization identifies one. The organization cannot investigate directly and is dependent on the supplier's disclosure.
1. Establish what information of the organization's was involved, and over what period.
1. Establish whether the supplier's incident provides a route into the organization's own systems, and disable that route while the position is established.
1. Revoke any credential the supplier held for the organization's systems, and reissue rather than reuse.
1. Request the supplier's incident report in writing, including the extent, the cause and the remediation.
1. Determine whether the organization has its own notification obligation. It frequently does, and it is not discharged by the supplier notifying its own regulator.
1. Record what the supplier was asked, what they provided, and what they declined to provide. That record informs the contractual response and the next review.
	THE OBLIGATION THAT DOES NOT TRANSFER
Where the organization is the controller of information held by a supplier, the obligation to notify remains the organization's. The supplier's notification to its own regulator does not discharge it, and the period runs from the organization's awareness.




[bookmark: _Toc240388120]10.  Post-incident review
A review is held after every incident rated high or critical, and after any incident that revealed a gap worth addressing. It takes place within two weeks of closure, while recollection is accurate and before attention has moved on.
[bookmark: _Toc240388121]10.1  Conduct
1. The review examines the incident and the response, not the people. Its purpose is to improve the organization's capability rather than to attribute fault.
1. It is attended by everyone who participated in the response, and by the business process owners affected.
1. It is chaired by someone other than the incident lead where practicable, so that the coordination itself can be examined.
1. The log is the primary record. Where the log is incomplete, that is itself a finding.
[bookmark: _Toc240388122]10.2  Questions the review answers
1. What happened, in sequence, with times.
1. How was it detected, and how long after it began.
1. What worked. There is always something, and naming it matters because it identifies what to protect.
1. What did not work, described as a gap in capability rather than as an individual's failure.
1. What would have prevented it, and at what cost.
1. What would have detected it sooner, and at what cost.
1. What would have limited the impact, and at what cost.
1. What changes as a result, with an owner and a date against each.
[bookmark: _Toc240388123]10.3  Output
The review produces a written record using the form at Appendix B, and a set of corrective actions entered into the organization's improvement plan. Those actions are tracked to closure and reported to the governance forum until closed.
	THE REVIEW IS WHERE THE VALUE IS
An incident the organization learns nothing from will recur, and the second occurrence is harder to explain to a customer, a regulator or an insurer than the first.
An action list with no owner and no date is a list of regrets. Treat corrective actions with the same discipline as any other commitment the organization makes.


[bookmark: _Toc240388124]11.  Maintenance
This plan degrades without maintenance. Contacts change, systems change, and the person who knew the arrangement leaves. The schedule below is the minimum.
	Every 6 months
	Call three numbers from the contact list at Appendix C and record the date verified. Replace the offline copy of the plan where anything has changed.

	Annually
	Review the severity definitions in section 6 against the incidents and near misses actually experienced, and adjust them.

	Annually
	Confirm in writing what the technical response provider is obliged to do outside business hours, and record it in Appendix C.

	Annually
	Confirm the regulatory and contractual notification periods in section 8, and the insurer's conditions in section 5.5.

	Annually
	Run a tabletop exercise using a scenario from section 9, and track the findings to closure.

	Annually
	Test a restore and record how long it took, so that recovery estimates in an incident are grounded.

	After any incident
	Review this plan against what actually happened, and amend it. The gap between the plan and the response is the most reliable source of improvement available.


[bookmark: _Toc240388125]















Appendix A.  Incident log
Opened at triage and maintained contemporaneously throughout. This record matters for insurance, for regulators, and for establishing afterwards what actually happened. Reconstruction after the event is neither accurate nor credible.
	Time
	Who
	Action or decision
	Basis for the decision

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc240388126]Appendix B.  After-action record
	Field
	Detail

	Reference
	

	Severity, initial and final
	

	First evidence of compromise
	

	Detected
	

	Declared
	

	Contained
	

	Resolved
	

	Dwell time
	

	Entry point
	

	Systems affected
	

	Information involved
	

	Individuals affected
	

	Notifications made and dates
	

	External parties engaged
	

	Estimated cost
	

	What worked
	

	What did not
	

	Corrective actions, owners and dates
	


[bookmark: _Toc240388127]Appendix C.  Contact list and arrangements
Complete before issue. Three numbers are called every six months and the date recorded.
	Role
	Name
	Mobile
	Alternative
	Last verified

	Incident lead
	
	
	
	

	Deputy lead
	
	
	
	

	Containment authority
	
	
	
	

	Technical response, in hours
	
	
	
	

	Technical response, out of hours
	
	
	
	

	Communications
	
	
	
	

	Legal
	
	
	
	

	Insurer, claims notification
	
	
	
	

	Bank, fraud line
	
	
	
	

	Executive sponsor
	
	
	
	

	Regulator, breach reporting
	
	
	
	


Arrangements to record here:
1. The out-of-band communication channel agreed under section 5.2.
1. What the technical response provider is contractually obliged to do, by when, and at what cost.
1. The insurer, policy number, limit, claims route, and whether a panel responder is required.
1. The applicable regulatory notification period and submission route.
1. The shortest contractual notification period across the organization's customer agreements.
1. Where the offline copy of this plan is held, and when it was last replaced.
[bookmark: _Toc240388128]Appendix D.  Verification record
Evidence that the maintenance schedule in section 11 has been performed.
	Activity
	Date performed
	Performed by
	Outcome or findings

	Contact list verified
	
	
	

	Severity definitions reviewed
	
	
	

	Provider obligation confirmed
	
	
	

	Notification periods confirmed
	
	
	

	Tabletop exercise
	
	
	

	Restore test
	
	
	

	Offline copy replaced
	
	
	


[bookmark: _Toc240388129]Appendix E.  Evidence handling
This appendix is guidance. Where an incident may result in legal proceedings, insurance claim or regulatory scrutiny, evidence handling determines whether the organization can support its account of events.
Preserve before you remediate
Rebuilding a compromised system destroys the record of what occurred on it. Where there is any prospect of needing to establish what was accessed, isolate and copy before changing anything.
Record the chain
Who held each item, from when until when, and every action performed on it. A copy whose custody cannot be accounted for is a copy whose integrity can be disputed.
Copy rather than work on originals
Investigation is performed on copies. The original is preserved unaltered, and the method used to take the copy is recorded.
Capture volatile data first
Memory contents, active network connections and running processes are lost on shutdown. Where they matter, they are captured before the device is powered down.
Record the limits
What could not be captured, and why. An investigation that states its limits is more credible than one that implies completeness it does not have.
Retain for the required period
Evidence is retained for the period required by the insurer, by applicable law, and by any limitation period that may apply. That period is frequently longer than the organization's ordinary retention.

[bookmark: _Toc240388130]Appendix F.  Communication templates
This appendix is guidance. Adapt each before use and have it reviewed by legal.
[bookmark: _Toc240388131]F.1  Internal holding statement
Issued when personnel are aware something is happening and speculation would otherwise fill the gap.
We are aware of an issue affecting [systems] and are investigating. [What is and is not available.] Please [what we need people to do or refrain from doing]. We will update by [time]. Please direct any external enquiry to [name] and do not discuss this outside the organization while the investigation continues.
[bookmark: _Toc240388132]F.2  Customer notification, initial
Issued within a contractual period where the position is not yet fully established.
We are writing to inform you of a security incident identified on [date] affecting [systems or services]. We are investigating and have taken the following steps: [containment actions]. At this stage we [have or have not] identified any impact on your information. We will provide a further update by [date]. If you have questions, please contact [name and route].
[bookmark: _Toc240388133]F.3  Regulator notification
Most regulators prescribe the required content. The following covers the elements commonly required.
1. The nature of the incident, including the categories and approximate number of individuals affected and the categories and approximate volume of records concerned.
1. The name and contact details of the data protection officer or other contact point.
1. The likely consequences of the incident.
1. The measures taken or proposed to address it, including measures to mitigate possible adverse effects.
1. Where the information cannot be provided at the same time, it may be provided in phases without undue further delay.
[bookmark: _Toc240388134]F.4  Notification to affected individuals
Required where the incident is likely to result in harm. Written to be understood by the recipient rather than by a lawyer.
On [date] we identified that [plain description of what happened]. The information involved was [categories]. We have [actions taken]. We recommend that you [specific, actionable steps]. We are sorry this occurred. If you have questions, contact [name, route, hours].
[bookmark: _Toc240388135]Appendix G.  Mapping to NIST CSF 2.0
This appendix is guidance and does not form part of the plan.
NIST withdrew SP 800-61 Revision 2 in April 2025. Revision 3 retired the standalone four-phase lifecycle and instead distributes incident response across the six Functions of the Cybersecurity Framework 2.0, presenting incident response as part of cybersecurity risk management rather than as a separate discipline.
The six phases in this plan remain the operational sequence teams follow during an incident. They are mapped below so that the plan can be cited alongside current guidance.
Govern.   Sections 1 and 4, authority and roles. Section 11, maintenance. The readiness work that is not incident-specific.
Identify.   Section 5, preparation. Appendix C, the contact list and arrangements. Knowing what exists and who to reach before either is needed.
Protect.   The preventive controls this plan relies on, principally account control, logging retention and backup isolation.
Detect.   Phase 1, detection and reporting.
Respond.   Phases 2 to 5: triage, containment, investigation and notification. Section 8 and the playbooks at section 9.
Recover.   Phase 6, eradication, recovery and review. Section 10.
Revision 3 makes two points worth carrying into practice. Preparation is continuous rather than a phase that ends when an incident starts. And improvement happens throughout the lifecycle rather than only at its close.
[bookmark: _Toc240388136]Glossary
[bookmark: _Toc240388137]Acronyms
	Acronym
	Expansion

	BEC
	Business email compromise

	CSF
	Cybersecurity Framework

	IoC
	Indicator of compromise

	IR
	Incident response

	RPO
	Recovery point objective

	RTO
	Recovery time objective

	SoA
	Statement of Applicability


[bookmark: _Toc240388138]Definitions
	Term
	Definition

	Security event
	An observable occurrence that may be relevant to security. Most events are not incidents.

	Security incident
	An event that compromises, or may compromise, confidentiality, integrity or availability.

	Declared incident
	An event formally classified as an incident, from which point this plan governs the response.

	Containment
	Action taken to limit the scope or impact of an incident, before the cause is necessarily understood.

	Eradication
	Removal of the attacker's access and of any mechanism established to regain it.

	Dwell time
	The period between initial compromise and its detection.

	Known-good copy
	A backup taken before the earliest evidence of compromise, and therefore safe to restore from.

	Out-of-band channel
	A communication route that does not depend on the systems affected by the incident.

	Persistence
	A mechanism an attacker establishes to retain access after the initial route is closed.

	Volatile data
	Information lost when a system is powered down, including memory contents and active connections.
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Severity determines how fast, not how serious it feels

Systems encrypted, funds moved, or confirmed theft of personal data

CRITICAL

Immediate, day or night

HIGH Account or mailbox confirmed compromised, or a supplier reports a breach
‘Same working day
Credentials entered but no confirmed access, or a device lost while encrypted
Next working day
Phishing reported and not acted on, or a blocked detection

Low o rep

Logged and reviewed

Where you cannot tell whether something is high or medium, treat it as high until you know.
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Six phases, and the one that decides the outcome
Containment comes before investigation while information is still at risk.

Detect Triage Contain Investigate

Reportit Rate and assign gtablish what happenp

Preserve evidence before you repair anything you may later need to explain





