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[bookmark: _Toc240387702]Executive summary
This guide sets out how to report information security to a board or owner in a way that produces decisions rather than acknowledgement. It contains the reporting structure, the measures worth reporting, guidance on presenting risk in business terms, and a complete template.
WHY SECURITY REPORTING USUALLY FAILS
Most security reporting to boards is either a wall of technical metrics nobody reads, or a colour-coded status with nothing behind it. Both produce the same outcome: the report is noted, no decision is taken, and the security function concludes the board is not interested.
The board is interested. It is being given information it cannot act on.
WHAT A BOARD ACTUALLY WANTS TO KNOW
Whether the organization is more or less exposed than last quarter, and whether anything is about to cost money. Everything in this guide exists to answer those two questions.
WHAT THIS DOCUMENT CONTAINS
Part One covers the principles of reporting at this level. Part Two is the report structure, section by section, with guidance on each. Part Three covers the measures worth reporting and those worth avoiding. The appendices carry a complete template and a worked example.
WHO THIS IS FOR
Whoever prepares security reporting, and whoever receives it. A board that knows what to expect asks better questions, and better questions produce better reporting.

[bookmark: _Toc240387703]1.  Principles
One page, plus appendix
A board reads the first page. Everything requiring a decision belongs on it. The appendix exists for the member who wants detail, and is not a substitute for making the first page sufficient.
Lead with what changed
Not with what the security function does. A board that receives the same description of the program each quarter learns nothing and stops reading.
Exposure in business terms
Express risk as money, downtime, contractual consequence or regulatory consequence. A board cannot prioritize technical findings, and asking it to do so transfers a decision it is not equipped to make.
Every item has an owner and a date
A report without owners is a newsletter. The board's role is to hold owners to account, which requires owners to exist.
Ask for decisions explicitly
Boards act on requests, not on information. Where a decision is required, state the options, the recommendation and what happens if no decision is taken.
Report the same measures each time
Changing the measures hides the trend, and the trend is the only thing that establishes whether the program is working.
Report what slipped
A report where everything closed on time is a report the board stops believing. Naming a slipped commitment and the reason is what makes the closed ones credible.

	THE QUESTION TO TEST THE REPORT AGAINST
Could a board member, having read only the first page, name the organization's largest exposure, say whether it is improving, and identify what the board is being asked to decide?
Where the answer is no, the report has not done its job regardless of how much it contains.


[bookmark: _Toc240387704]2.  Frequency and audience
Quarterly is the usual cadence.   Frequent enough to show a trend, infrequent enough that something has changed between reports. Monthly reporting to a board produces reports with nothing in them.
Report after an incident regardless of cadence.   A board learning of a material incident from another source loses confidence in every subsequent report.
Annually, report on the program as a whole.   Once a year the report addresses whether the approach remains right, rather than only whether it is being executed.
Know who reads it.   A board of owner-directors needs different framing from an audit committee with a chartered accountant on it. The content is the same; the emphasis is not.
[bookmark: _Toc240387705]3.  The report, section by section
[bookmark: _Toc240387706]3.1  Position this quarter
Two or three sentences. Whether exposure increased, decreased or held, and why. Name the single most consequential change.
Example of the register to aim for: exposure reduced this quarter, as multi-factor authentication now covers all accounts including the IT provider, closing the gap reported in the previous quarter. One new material risk: backup copies remain reachable from the production environment, which means a ransomware event could destroy them.
Avoid: the security program continued to mature during the quarter, with progress across several workstreams.
[bookmark: _Toc240387707]3.2  What changed
Three to five items. Each states the change, its effect in business terms, and who owns it. Include changes that worsened the position, not only improvements.
[bookmark: _Toc240387708]3.3  Top three exposures
Three only. A board asked to consider eleven risks considers none of them.
1. State each in business terms: what would happen, and what it would cost.
1. State what is being done, by whom, and by when.
1. Where nothing is being done, say so and state why. A known and accepted exposure is a legitimate position; an unstated one is not.
1. Where an exposure has appeared in three consecutive reports without movement, say that explicitly.
[bookmark: _Toc240387709]3.4  Decisions required
One or two items. Each with the options, the recommendation, and the consequence of deferral.
A report containing no decisions in four consecutive quarters suggests either that the security function has sufficient authority, which is rare, or that it is not surfacing the choices it faces.
[bookmark: _Toc240387710]3.5  Commitments from last quarter
Every commitment made in the previous report, with its status. Closed, in progress, or not started, with the reason for anything that has not moved.
	THIS SECTION IS WHAT MAKES THE REPORT CREDIBLE
A board cannot verify a technical claim. It can verify whether what was promised last quarter happened.
Reporting a slipped commitment honestly costs a difficult moment. Concealing one costs the credibility of every future report, and the concealment is usually discovered.


[bookmark: _Toc240387711]3.6  Appendix: measures
Four to six measures, the same each quarter, with the trend visible. Section 4 addresses which.
[bookmark: _Toc240387712]4.  Measures
[bookmark: _Toc240387713]4.1  Measures worth reporting
Percentage of accounts with multi-factor authentication
The most common route in, and the easiest to close. A board understands a percentage moving toward a hundred.
Days to remove access after someone leaves
Directly measurable, directly attributable, and a recurring finding in assessments. A board understands that a former employee retaining access is a problem.
Percentage of critical patches applied within the target period
Establishes whether known weaknesses are closed before they are used. Report the percentage, not the number of patches.
Date of the last successful restore test
A single date. A board that sees a date more than twelve months old will ask about it, which is the point.
Percentage of staff who completed security training
A contractual requirement for many organizations, and a measure the board can compare against other compliance training.
Open findings by severity, and the trend
Establishes whether the program is closing findings or accumulating them. Report the trend across at least four quarters.
Roadmap actions verified closed this quarter
Distinguishes work reported as complete from work verified as complete. The gap between the two is frequently the most useful figure in the report.
Security incidents by severity
Volume and trend. Individual incident detail belongs in a separate report, not here.

[bookmark: _Toc240387714]4.2  Measures worth avoiding
1. Raw alert counts. They look like activity and tell a board nothing about exposure. A rising count may mean better detection or worse security, and the report cannot distinguish them.
1. Blocked email totals. They measure the volume of attacks rather than the organization's condition.
1. Vulnerability scan counts without context. A rising count may indicate that scanning has improved.
1. Maturity scores presented without the caveat that they reflect what could be evidenced rather than what exists.
1. Anything the security function cannot explain in one sentence. If it needs a paragraph, it belongs in the appendix or nowhere.
[bookmark: _Toc240387715]4.3  Presenting a trend
1. Show at least four periods. Two points are not a trend.
1. Keep the scale consistent between reports.
1. Where a measure improved because the definition changed, say so. An unexplained improvement invites the assumption that the measure was adjusted.
1. Where a measure worsened, lead with it rather than burying it. A board that finds bad news itself trusts the reporter less than one that was told.
[bookmark: _Toc240387716]5.  Reporting after an incident
An incident report to a board is a different document from an operational one. It answers four questions and nothing else.
1. What happened, in plain terms, with dates.
1. What it cost, or may cost, including management time and any contractual or regulatory consequence.
1. What has been done, and what remains.
1. What the board is being asked to decide, if anything.
1. Report the incident before the board learns of it elsewhere, even where the facts are incomplete.
1. State plainly what is not yet known, and when it will be known.
1. Do not minimize. A board that later discovers the incident was larger than reported will assume every subsequent report is minimized.
1. Report the corrective actions with owners and dates, and report against them in subsequent quarters until closed.
[bookmark: _Toc240387717]6.  Common failures
The report describes activity rather than position
A list of what the security function did tells the board nothing about whether the organization is safer. Report the position; activity is how it was achieved.
Everything is green
A report where all indicators are positive invites the question of why the function is funded. Every organization has exposure; a report that shows none is a report that is not looking.
Risks are technical
Unpatched systems, weak configuration and missing logging are causes. The risk is the business consequence they enable.
No decision is requested
The board's function is to decide. A report that requests nothing is a report that did not need to be presented.
The measures change each quarter
Frequently because the previous measures showed something unwelcome. It is always noticed, and it is more damaging than the unwelcome figure.
Length
A twelve-page report is read by nobody and a two-page report is read by everybody. Length is inversely related to influence at this level.



[bookmark: _Toc240387718]Appendix A.  Report template
One page. Complete each section; delete none.
[bookmark: _Toc240387719]Information security report
[Organization] | Quarter ending [date] | Prepared by [name] | For [board or committee]
1.  Position this quarter
[Two or three sentences. Whether exposure increased, decreased or held, and the single most consequential change.]
2.  What changed
	Change
	Effect on the business
	Owner

	
	
	

	
	
	

	
	
	


3.  Top three exposures
	#
	Exposure, in business terms
	What it would cost
	Being done
	Owner
	By

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	


4.  Decisions required
	Decision
	Options
	Recommendation
	If deferred

	
	
	
	

	
	
	
	


5.  Commitments from last quarter
	Commitment
	Owner
	Due
	Status
	Comment if not closed

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix: measures
	Measure
	This quarter
	Last
	Two ago
	Three ago
	Direction

	Accounts with MFA
	
	
	
	
	

	Days to remove leaver access
	
	
	
	
	

	Critical patches within target
	
	
	
	
	

	Last successful restore test
	
	
	
	
	

	Training completion
	
	
	
	
	

	Open findings, high and above
	
	
	
	
	


[bookmark: _Toc240387720]Appendix B.  Worked example
Illustrative only. The figures are fictional and the organization does not exist.
1.  Position this quarter
Exposure reduced. Multi-factor authentication now covers every account including those held by our IT provider, closing the most significant gap reported in the previous two quarters. One new material exposure: our backup copies remain reachable using production administrator credentials, which means a ransomware event could destroy them before we could recover. This is the subject of decision one below.
2.  What changed
	Change
	Effect on the business
	Owner

	MFA extended to supplier accounts
	Closes the route used in the majority of comparable incidents
	IT Manager

	Leaver process moved to HR trigger
	Access now removed on the last working day rather than on discovery
	HR Manager

	Backup isolation gap identified
	Recovery from ransomware currently not assured
	IT Manager


3.  Top three exposures
	#
	Exposure, in business terms
	What it would cost
	Being done
	Owner
	By

	1
	Ransomware could destroy our backups, preventing recovery
	Estimated 10 to 15 days of lost operations
	Immutable storage under evaluation
	IT Mgr
	Q3

	2
	We cannot evidence controls to customers requesting assurance
	Two renewals in the next six months reference it
	Evidence register in progress
	Ops Dir
	Q3

	3
	No tested recovery time for the finance system
	Unknown, which is itself the problem
	Restore test scheduled
	IT Mgr
	Q2


4.  Decisions required
	Decision
	Options
	Recommendation
	If deferred

	Backup isolation
	Immutable cloud storage at approximately [cost] annually, or offline media at lower cost and higher operational effort
	Immutable storage. The operational effort of offline media means it will lapse.
	Recovery from a ransomware event remains unassured


5.  Commitments from last quarter
	Commitment
	Owner
	Due
	Status
	Comment if not closed

	Extend MFA to supplier accounts
	IT Mgr
	Q1
	Closed
	

	Move leaver trigger to HR
	HR Mgr
	Q1
	Closed
	

	Complete the asset inventory
	Ops Dir
	Q1
	In progress
	Cloud services identified were more numerous than expected; now 80 per cent complete, due Q2


[bookmark: _Toc240387721]Glossary
[bookmark: _Toc240387722]Acronyms
	Acronym
	Expansion

	MFA
	Multi-factor authentication

	RTO
	Recovery time objective

	KPI
	Key performance indicator


[bookmark: _Toc240387723]Definitions
	Term
	Definition

	Exposure
	The business consequence the organization would suffer were a weakness exploited.

	Commitment
	An action stated in a previous report with an owner and a date, against which the reporter is held to account.

	Verified closed
	Confirmed complete against a stated criterion by somebody other than the party that performed the work.

	Trend
	The direction of a measure across at least four reporting periods.
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