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[bookmark: _Toc240387640]1.  Purpose and scope
[bookmark: _Toc240387641]1.1  Purpose
This policy states the requirements for backup and recovery of the organization's information and systems. It supports the organization's information security policy and gives effect to the backup and continuity controls required by that policy.
[bookmark: _Toc240387642]1.2  Scope
This policy applies to all information and systems whose loss would prevent the organization operating, breach a legal or contractual obligation, or cause material harm. The systems within scope shall be identified in the asset inventory and listed in section 3.
It applies equally to information held in systems operated by the organization and to information held by third parties and cloud providers on its behalf.
[bookmark: _Toc240387643]1.3  Compliance
Compliance with this policy is mandatory. Throughout this policy, shall denotes a mandatory requirement. Where a requirement cannot be met, an exception shall be recorded and approved in accordance with the organization's information security policy.
[bookmark: _Toc240387644]2.  Objectives
[bookmark: _Toc240387645]2.1  Recovery objectives
Recovery time and recovery point objectives shall be defined for each system within scope and shall be agreed with the business owner of that system rather than determined by the party operating the backups.
Objectives shall be recorded in the table at section 3 together with the time actually achieved at the most recent test. Where the achieved time exceeds the objective, the difference shall be recorded as a finding with an owner and a date.
[bookmark: _Toc240387646]2.2  Retention
Retention periods shall be defined for each system within scope, consistent with the organization's data retention schedule and with applicable legal, regulatory and contractual obligations. Retention shall not exceed the period required without justification.
[bookmark: _Toc240387647]3.  Systems within scope
The following systems are within scope of this policy. Any system not listed is not backed up under this policy.
	System or information
	Business consequence of loss
	Frequency
	Retention
	RTO
	RPO
	Last achieved
	Owner

	Electronic mail
	
	Daily
	Period
	
	
	
	

	File storage
	
	
	
	
	
	
	

	Finance system
	
	
	
	
	
	
	

	Line of business system
	
	
	
	
	
	
	

	Configuration and documentation
	
	
	
	
	
	
	

	Identity and access configuration
	
	
	
	
	
	
	


This table shall be reconciled against the asset inventory at planned intervals. A system added to the inventory shall be assessed for inclusion in this table at the point it is added.
[bookmark: _Toc240387648]4.  Backup requirements
[bookmark: _Toc240387649]4.1  Coverage
1. Backups shall be taken of all systems and information listed in section 3, at the frequency stated there.
1. Backup coverage shall be reconciled against the asset inventory at planned intervals, and any system present in the inventory and absent from the backup schedule shall be assessed and either added or documented as out of scope.
1. Backups shall include the configuration required to rebuild a system, not only the data held within it.
1. Where a cloud service provides native retention only, the adequacy of that retention against section 2.2 shall be assessed and recorded.
[bookmark: _Toc240387650]4.2  Isolation
At least one backup copy of each system within scope shall be held such that it cannot be deleted, encrypted or altered using credentials held within the production environment.
1. Isolation shall be achieved by immutability, by a separate account with separate credentials, by offline media, or by an equivalent mechanism.
1. Administrative credentials for the backup platform shall differ from production administrative credentials.
1. Multi-factor authentication shall be enforced on all access to the backup platform, including access by any third party operating it.
1. Deletion of backup data outside the normal retention cycle shall require approval by the role accountable for information security and shall be logged.
1. The isolation mechanism shall be evidenced by configuration rather than by assertion.
[bookmark: _Toc240387651]4.3  Protection
Backup data shall be encrypted at rest and in transit. Encryption keys and recovery keys shall be stored separately from the backup data and from the production environment, with access limited to named individuals whose access is recorded and reviewed.
[bookmark: _Toc240387652]4.4  Redundancy of copies
Copies shall be held such that the loss of any single location, platform or account does not result in the loss of all copies.
[bookmark: _Toc240387653]5.  Testing
[bookmark: _Toc240387654]5.1  Frequency and scope
1. A restore shall be tested at planned intervals, and not less than quarterly, covering at least one system from each category listed in section 3.
1. At least annually, a test shall cover the restoration of a complete system rather than an individual file.
1. At least annually, a test shall be performed by an individual other than the one who normally operates the backups.
1. A test shall be performed following any material change to the backup platform, the production environment or the systems within scope.
[bookmark: _Toc240387655]5.2  Recording
Each test shall record the system restored, the date and time, the copy restored from, the individual performing the restore, the time taken, whether the restored data was complete and usable, and any issue encountered.
Test records shall be retained for a period no shorter than the interval between tests, so that a trend is visible. These records constitute the evidence requested by insurers, customers and assessors, and shall be retrievable on request.
[bookmark: _Toc240387656]5.3  Findings
Where a test does not meet the recovery objective stated in section 3, or where the restored data is incomplete or unusable, the outcome shall be recorded as a finding with an owner and a date for resolution, and shall be reported to the governance forum.
[bookmark: _Toc240387657]6.  Monitoring
1. Backup job outcomes shall be reviewed at planned intervals by the role accountable for operating them.
1. The review shall record the systems that completed successfully, not that the review was performed.
1. A failed job shall be investigated before the next scheduled backup for that system.
1. Consecutive failures affecting any system within scope shall be escalated to the role accountable for the systems concerned.
1. Alerting shall be configured such that a backup platform ceasing to report is detected rather than assumed to indicate success.
[bookmark: _Toc240387658]7.  Restoration
[bookmark: _Toc240387659]7.1  Routine restoration
Requests to restore information shall be authorized by the owner of the information concerned and recorded, including what was restored, from which copy, for whom, and the business reason.
[bookmark: _Toc240387660]7.2  Restoration following an incident
1. The cause of the incident shall be established before restoration begins, to the extent practicable. Restoration into an environment that remains compromised reinstates the compromise.
1. Where compromise of a system is confirmed, rebuilding shall be considered in preference to restoring in place.
1. The integrity of restored data shall be verified before the system is returned to use.
1. Credentials shall be reset across the affected environment, not only for accounts known to have been involved.
1. Backup copies shall be assessed for compromise before being used, where the incident may have preceded the most recent backup.
1. The restoration shall be recorded, including the copy used, the authorization and the outcome.
[bookmark: _Toc240387661]8.  Responsibilities
	Role
	Responsibilities

	Accountable role
	Own this policy. Approve exceptions. Report backup and recovery status to the governance forum.

	IT provider or internal team
	Operate backups, monitor outcomes, perform tests and produce test records.

	Business system owners
	Agree recovery objectives for their systems. Confirm that restored data is complete and usable during testing.

	Governance forum
	Review test results and findings, and confirm that findings are resolved.


[bookmark: _Toc240387662]10.  Backup types and what each protects against
Different failure modes require different copies. A single backup arrangement that protects against accidental deletion frequently provides no protection against ransomware, and an arrangement that survives ransomware may not meet a recovery point objective measured in minutes.
Full backup
A complete copy of the data set. Slowest to take and fastest to restore, because restoration requires only one copy. Storage cost is proportionate to frequency.
Incremental backup
A copy of what changed since the previous backup of any kind. Fast to take and slowest to restore, because restoration requires the last full backup and every subsequent increment. A single corrupt increment breaks the chain.
Differential backup
A copy of what changed since the last full backup. Slower to take than incremental and faster to restore, because restoration requires only the full backup and the most recent differential.
Snapshot
A point-in-time image held on the same platform as the production data. Fast to take and fast to restore, and provides no protection where the platform itself is compromised or lost. A snapshot is not a backup and shall not be recorded as one.
Replication
Continuous copying to a second location. Protects against loss of a site or a platform, and replicates deletion and encryption faithfully. Replication is not a backup and shall not be recorded as one.
Immutable backup
A copy that cannot be altered or deleted for a defined retention period, enforced by the storage platform rather than by permissions. The only type that reliably survives an attacker holding production administrative credentials.

	THE TWO MOST COMMON MISCONCEPTIONS
That a snapshot is a backup. It shares the fate of the platform holding it, and an attacker who reaches that platform removes both.
That replication is a backup. It copies whatever is on the source, including encryption and deletion, and frequently faster than anybody notices.


[bookmark: _Toc240387663]10.1  Selecting the arrangement
Recovery point objective determines frequency.   An objective of one hour requires backups at least hourly. An objective of one day permits daily. Setting an objective without a corresponding frequency produces an arrangement that cannot meet it.
Recovery time objective determines type and location.   An objective measured in hours is unlikely to be met by restoring from an off-site copy over a network link. The bandwidth available and the volume to be restored shall be calculated rather than assumed.
Threat determines isolation.   Protection against accidental deletion requires only a second copy. Protection against ransomware requires a copy the attacker cannot reach.
Retention determines cost.   Longer retention increases storage cost and increases the period over which a restore might be required from an older copy. Both shall be considered rather than only the first.
[bookmark: _Toc240387664]11.  Retention
[bookmark: _Toc240387665]11.1  Setting retention periods
Retention shall be set by what the organization may need to recover and by what it is obliged to keep, not by what the platform retains by default.
1. Operational retention covers accidental deletion and corruption. A period of thirty days addresses most such cases, because deletion is usually noticed within days.
1. Incident retention covers compromise detected late. Where dwell time in comparable incidents is measured in weeks, a thirty-day retention may not contain a known-good copy. A period covering at least ninety days addresses most cases.
1. Regulatory and contractual retention covers records the organization is obliged to keep. These periods are frequently measured in years and apply to the data rather than to the backup.
1. Retention shall not exceed what is required. Data held beyond its purpose is data that can still be breached and that must still be produced in response to a request.
[bookmark: _Toc240387666]11.2  Retention by category
Complete the following for the organization. The periods shown are a defensible starting point rather than a recommendation, and shall be adjusted to the obligations that actually apply.
	Category
	Operational
	Incident
	Long term
	Basis

	Electronic mail
	30 days
	90 days
	As per retention schedule
	Contractual and regulatory

	File storage
	30 days
	90 days
	As per retention schedule
	Business continuity

	Finance systems
	30 days
	90 days
	7 years or as required
	Statutory

	Line of business systems
	30 days
	90 days
	As per contract
	Customer commitments

	Identity and access configuration
	30 days
	90 days
	1 year
	Recovery and investigation

	System configuration
	30 days
	90 days
	1 year
	Rebuild capability

	Logs and audit records
	As per logging policy
	
	
	Investigation

	THE GAP THAT DEFEATS RECOVERY
Where an intrusion began before the oldest backup, no clean copy exists and the organization must rebuild rather than restore.
This is why incident retention is set against observed dwell time rather than against operational convenience. An arrangement with thirty days of retention cannot recover from an incident that began forty days ago.


[bookmark: _Toc240387667]12.  Recovery procedures
[bookmark: _Toc240387668]12.1  Before restoring
1. Establish why the restore is required. A restore following accidental deletion and a restore following compromise proceed differently.
1. Where compromise is suspected or confirmed, establish the earliest evidence of it. The copy restored from shall predate that evidence, not the point at which damage became visible.
1. Confirm the target environment is clean. Restoring into an environment where the attacker retains access reinstates the compromise, usually within hours.
1. Confirm the copy to be used is intact and readable before beginning, rather than discovering otherwise partway through.
1. Record the authorization, the copy selected and the reasoning.
[bookmark: _Toc240387669]12.2  Order of restoration
Restoring in the wrong order extends the outage. The order shall be established in advance and recorded in the table at section 3, because it is determined by dependency rather than by importance.
1. Identity and access services, without which nothing else can be reached.
1. Network and name resolution services.
1. Data platforms and databases on which applications depend.
1. Applications, in order of business criticality.
1. End user access and devices.
1. Reporting and non-critical services.
[bookmark: _Toc240387670]12.3  Verification after restoring
1. Confirm the data is complete against a known reference, not merely that the restore reported success.
1. Confirm the data is usable by the application, not merely present on disk.
1. Confirm the restored system is at the expected configuration state, since a restore may reinstate a configuration that has since changed.
1. Reset credentials across the restored environment where compromise was involved.
1. Monitor the restored environment closely for at least thirty days.
[bookmark: _Toc240387671]12.4  When restoration is not possible
Where no usable copy exists, the organization shall rebuild. That determination shall be made early rather than after repeated failed attempts, because each attempt consumes time that rebuilding would have used.
1. Establish what can be reconstructed from other sources, including suppliers, customers and printed records.
1. Establish what is permanently lost and record it, because the organization will be asked.
1. Prioritize rebuilding by business dependency using the order in section 12.2.
1. Record the event as a failure of this policy and address it through the review at section 5.3.
[bookmark: _Toc240387672]13.  Testing in detail
[bookmark: _Toc240387673]13.1  Levels of test
File restore
Restoring an individual file or folder. Establishes that the mechanism works and that the operator knows how to use it. The least informative test, and the most commonly performed.
Application restore
Restoring a complete application and confirming it functions. Establishes that the backup captures everything the application requires, which file-level testing does not.
System restore
Restoring a complete system to alternative hardware or a new instance. Establishes recovery time realistically and frequently reveals dependencies nobody had recorded.
Full scenario test
Restoring multiple dependent systems in sequence, as would be required after a significant incident. The only test that establishes whether the recovery time objective for the organization, rather than for a single system, can be met.

[bookmark: _Toc240387674]13.2  Test schedule
	Monthly
	File restore from at least one system in each category listed in section 3.

	Quarterly
	Application restore for at least one critical system, rotating through the estate so each is covered annually.

	Annually
	System restore for at least one critical system, to alternative infrastructure, with the time recorded.

	Annually
	Full scenario test covering the restoration order in section 12.2, at least as a walkthrough where a technical test is impracticable.

	On change
	A test following any material change to the backup platform, the production environment or the systems in scope.


[bookmark: _Toc240387675]13.3  What a test records
1. The system restored, the copy used and its date.
1. The date and time the restore began and completed.
1. The individual performing it, and whether they ordinarily operate the backups.
1. Whether the data was complete, and how completeness was established.
1. Whether the data was usable by the application.
1. The time achieved against the recovery time objective.
1. Anything that did not work, including steps that required knowledge not recorded anywhere.
	THE TEST THAT REVEALS THE MOST
A restore performed by somebody who does not ordinarily operate the backups. The regular operator knows the undocumented steps and will complete the restore without noticing they are undocumented.
This is a continuity question as much as a security one. If recovery depends on one individual, the organization's recovery time objective is conditional on that individual being available.


[bookmark: _Toc240387676]14.  Cloud and supplier-held data
[bookmark: _Toc240387677]14.1  Native retention is not backup
Cloud platforms provide retention features that protect against some failure modes and not others. The organization shall establish what each platform actually retains, for how long, and whether it survives deliberate deletion by an administrator.
1. Establish the retention period the platform provides by default, which is frequently shorter than assumed and frequently shorter than the organization's requirement.
1. Establish whether retained data survives deletion of the account or tenant, and whether it survives action by a compromised administrator.
1. Establish whether the platform's retention is included in the subscription or is a chargeable addition.
1. Where native retention does not meet the requirement in section 11, an independent backup shall be taken.
1. Record the position for each platform, because it differs between platforms and changes without notice.
[bookmark: _Toc240387678]14.2  Supplier-held data
1. Establish contractually what the supplier backs up, how often, with what retention and with what recovery objectives.
1. Establish whether the organization can request a restore, within what period and at what cost.
1. Establish whether the supplier tests restoration, and whether the organization can see the result.
1. Establish what happens to the organization's data at the end of the contract, and in what format it is returned.
1. Where the supplier's arrangement does not meet the organization's requirement, the gap shall be recorded as a risk owned by the business rather than treated as the supplier's problem.
[bookmark: _Toc240387679]15.  Roles and responsibilities
Accountable role
Owns this policy. Approves exceptions and retention periods. Ensures recovery objectives are agreed with the business rather than assumed. Reports backup and recovery status to the governance forum.
Business system owners
Agree recovery time and recovery point objectives for their systems, understanding the cost implications. Confirm during testing that restored data is complete and usable, which only they can assess.
IT provider or internal team
Operates backups, monitors outcomes, performs tests and produces test records. Reports failures rather than only successes.
Independent tester
Performs the annual test required by section 13.2 without relying on the regular operator's undocumented knowledge.
Governance forum
Reviews test results and findings, and confirms that findings are resolved rather than carried.



[bookmark: _Toc240387680]Appendix D.  Restore test record
	Field
	Entry

	System restored
	

	Copy used, and its date
	

	Test level
	

	Started
	

	Completed
	

	Time achieved
	

	Recovery time objective
	

	Met, yes or no
	

	Performed by
	

	Ordinarily operates backups, yes or no
	

	Data complete, and how established
	

	Data usable by the application
	

	Issues encountered
	

	Findings raised
	

	Owner and date
	


[bookmark: _Toc240387681]Appendix E.  Recovery runbook
Completed per critical system and held with the offline copy of the incident response plan. A runbook held only on the system it describes recovering is of no use.
	Field
	Entry

	System
	

	Business process supported
	

	Owner
	

	Dependencies that must be restored first
	

	Backup location and access method
	

	Credentials required, and where held
	

	Restoration steps, in order
	

	Expected duration
	

	How completeness is verified
	

	Who confirms the system is usable
	

	Last tested, and time achieved
	


[bookmark: _Toc240387682]Appendix F.  Backup monitoring record
	Period
	Systems in scope
	Successful
	Failed
	Investigated
	Reviewed by
	Date

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



[bookmark: _Toc240387683]9.  Document control
[bookmark: _Toc240387684]9.1  Revision history
	Version
	Date
	Author
	Summary of change

	1.0
	
	
	First adoption

	
	
	
	


[bookmark: _Toc240387685]9.2  Approval
	Role
	Name
	Signature
	Date

	Document owner
	
	
	

	Approver
	
	
	



[bookmark: _Toc240387686]Appendix A.  Alignment
This appendix is guidance and does not form part of the policy.
	Section
	ISO/IEC 27001:2022 Annex A
	NIST CSF 2.0

	3, 4.1 Coverage and scope
	8.13 Information backup
	PR.DS-11 Backups of data are created, protected, maintained and tested

	4.2 Isolation
	8.13 Information backup
	PR.DS-11

	4.3 Protection
	8.24 Use of cryptography
	PR.DS-01, PR.DS-02

	4.4 Redundancy of copies
	8.14 Redundancy of information processing facilities
	RC.RP-01

	5 Testing
	8.13 Information backup and 5.30 ICT readiness for business continuity
	RC.RP-01, ID.IM-02

	6 Monitoring
	8.15 Logging and 8.16 Monitoring activities
	DE.CM-09

	7.2 Restoration following an incident
	5.26 Response to information security incidents
	RC.RP-02 to RC.RP-05

	2 Objectives
	5.29 Information security during disruption and 5.30 ICT readiness
	RC.RP-01, GV.OC-04


Applicability of each control is determined by the organization's Statement of Applicability.
[bookmark: _Toc240387687]Appendix B.  Implementation commentary
This appendix is guidance and does not form part of the policy.
[bookmark: _Toc240387688]B.1  The two clauses that determine whether recovery succeeds
Section 4.2 requires a copy that cannot be deleted using production credentials. Where this is not satisfied, the organization holds copies rather than backups. An attacker who obtains administrative access will locate and destroy accessible backups before encrypting production, because doing so is what makes the extortion effective.
Section 5 requires that restoration be tested and the time recorded. A successful backup report establishes that a job ran. It does not establish that the data can be recovered, how long recovery would take, or whether the recovered data is usable. Organizations routinely discover during a real incident that recovery takes days rather than the hours assumed.
[bookmark: _Toc240387689]B.2  Why the objectives table includes achieved time
A recovery time objective that has never been measured is an aspiration. Recording the achieved time alongside the objective converts the table from a statement of intent into a record of capability, and the difference between the two is the most useful figure in this document.
[bookmark: _Toc240387690]B.3  Why coverage is reconciled rather than reviewed
The most common backup failure is not a failed job. It is a system that nobody included. Reconciliation against the asset inventory detects the omission; reviewing the backup schedule in isolation cannot, because the schedule will appear complete.
[bookmark: _Toc240387691]B.4  Testing by someone other than the operator
The annual requirement for an independent tester exists because the individual who configured the backups will, unintentionally, test the paths they know work. It also establishes whether recovery is possible when that individual is unavailable, which is a continuity question as much as a security one.
[bookmark: _Toc240387692]B.5  Assessing backups for compromise (section 7.2)
Where an intrusion preceded the most recent backup, restoring from that copy reinstates the attacker's access. This is why the cause must be established before restoration begins, and why the date of first compromise determines which copy is safe to use.
[bookmark: _Toc240387693]B.6  On alerting for silence
A backup platform that has stopped reporting produces no failure alerts. Monitoring that only alerts on failure will treat silence as success, and this failure mode typically persists until a restore is attempted.
[bookmark: _Toc240387694]Appendix C.  Evidence of operation
This appendix is guidance and does not form part of the policy.
	Requirement
	Evidence that demonstrates it
	Population it must cover
	Held
	Date

	Coverage (4.1)
	Job report listing systems and last successful run
	All systems in section 3
	
	

	Reconciliation (4.1)
	Comparison of backup schedule against asset inventory
	All systems in the inventory
	
	

	Isolation (4.2)
	Configuration evidence of immutability or separate credentials
	All backup sets
	
	

	Backup platform access (4.2)
	Access list with authentication methods
	All backup platform accounts
	
	

	Encryption (4.3)
	Configuration showing encryption at rest and in transit
	All backup sets
	
	

	Testing (5.1)
	Dated restore records
	At least one system per category
	
	

	Full system test (5.1)
	Restore record covering a complete system
	At least one critical system
	
	

	Independent test (5.1)
	Restore record naming a tester other than the operator
	At least one test annually
	
	

	Time achieved (5.2)
	Restore record stating time taken against objective
	All tests performed
	
	

	Findings (5.3)
	Findings recorded with owner and date
	All tests not meeting objective
	
	

	Monitoring (6)
	Review record naming systems that completed
	All reviews in the period
	
	

	Restoration record (7)
	Record of restorations performed with authorization
	All restorations in the period
	
	


[bookmark: _Toc240387695]Appendix D.  Adoption checklist
This appendix is guidance and does not form part of the policy.
	#
	Step
	Done

	1
	Complete the table at section 3, including recovery objectives agreed with each business owner.
	

	2
	Replace every bracketed field with a value specific to the organization.
	

	3
	Establish whether section 4.2 is currently satisfied. If it is not, record it as a risk before adopting the clause.
	

	4
	Perform a restore test, record the time achieved, and enter it in section 3.
	

	5
	Reconcile the backup schedule against the asset inventory and resolve any omission.
	

	6
	Complete Appendix C and record which evidence artefacts are held today.
	

	7
	Obtain approval and record it in section 9.2.
	

	8
	Set the review date and diarise it.
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