This document and all information contained herein is the property of [Organization Name] and is intended for internal use only.
[Company Logo]          POL-AUP-001   ·   Acceptable Use Policy   ·   Version 1.0   ·   Internal Use
	[Company Logo]
Acceptable Use Policy
Rules for the use of information, systems and associated assets

[Organization Name]          Classification: Internal Use



	Field
	Detail

	Document ID
	POL-AUP-001

	Document title
	Acceptable Use Policy

	Version
	1.0

	Status
	[Draft / Approved]

	Effective date
	[Effective Date]

	Document owner
	[Owner Name, Role]

	Approved by
	[Approver Name, Role]

	Approval date
	[Date]

	Next review
	[Date, no more than 12 months from effective date]

	Classification
	Internal Use

	Distribution
	[Who this is issued to]




This document and all information contained in it is the property of [Organization Name]. Replace every bracketed field before issue, delete any clause that does not apply to your organization, and have it approved by a person with authority to do so. An unapproved, undated policy is not a control.


Table of Contents
1.  Purpose and scope	3
1.1  Purpose	3
1.2  Scope	3
1.3  Compliance	3
2.  General requirements	3
3.  Information handling	3
4.  Electronic mail and messaging	4
5.  Devices	4
5.1  Organization-provided devices	4
5.2  Personally owned devices	4
5.3  Removable media	4
6.  Remote and mobile working	4
7.  Personal use	5
8.  Prohibited activity	5
9.  Monitoring	5
10.  Return of assets	5
11.  Enforcement	5
12.  Acknowledgement	5
14.  Guidance for common situations	6
14.1  A message asks you to do something urgently	6
14.2  You think you clicked something	6
14.3  You need to share something externally	6
14.4  A control prevents you doing your job	6
14.5  You are working somewhere unfamiliar	7
14.6  You are leaving the organization	7
15.  Why each rule exists	7
Appendix D.  Quick reference	9
Appendix E.  Acknowledgement record	9
13.  Document control	10
13.1  Revision history	10
13.2  Approval	10
Appendix A.  Alignment	11
Appendix B.  Implementation commentary	11
B.1  Length and readability	11
B.2  The no-blame reporting clause (sections 2 and 11)	11
B.3  Payment verification (section 4)	11
B.4  The workaround clause (section 5.1)	12
B.5  Monitoring (section 9)	12
B.6  Personally owned devices (section 5.2)	12
Appendix C.  Adoption checklist	12



[bookmark: _Toc240387574]1.  Purpose and scope
[bookmark: _Toc240387575]1.1  Purpose
This policy states the rules for acceptable use of the organization's information, information systems and associated assets. It supports the requirements of the organization's information security policy and gives effect to the acceptable use requirements of that policy.
[bookmark: _Toc240387576]1.2  Scope
This policy applies to all personnel, including permanent and temporary employees, contractors, consultants, agency staff and any third party who accesses the organization's information or systems or acts on its behalf.
It applies to all information and associated assets, and to any device used for the organization's work, whether provided by the organization or owned by the individual.
[bookmark: _Toc240387577]1.3  Compliance
Compliance with this policy is mandatory. Where a requirement cannot be met, an exception shall be recorded and approved in accordance with the organization's information security policy. Throughout this policy, shall denotes a mandatory requirement.
[bookmark: _Toc240387578]2.  General requirements
1. Personnel shall use only the accounts allocated to them and shall not use another individual's account.
1. Authentication credentials shall not be shared with any other person, including colleagues, and including on a temporary basis.
1. Credentials used for the organization's systems shall be held in the credential store provided by the organization and shall not be recorded in documents, spreadsheets, notes or unsecured files.
1. Screens shall be locked when a device is left unattended, at any work location.
1. Devices shall be kept current with security updates. Updates shall be applied when prompted and shall not be deferred beyond the period stated when the update is offered.
1. Personnel shall report suspected security events through the route published by the organization, without delay. No disciplinary action shall follow from the act of reporting.
[bookmark: _Toc240387579]3.  Information handling
1. Information shall be used only for the purpose for which it was collected and only as required for the individual's role.
1. Information shall be handled in accordance with its classification and the handling rules applying to that classification.
1. The organization's information shall not be transferred to personal electronic mail accounts, personal cloud storage or personal messaging applications.
1. Information shall be shared externally only through approved methods appropriate to its classification.
1. Information, screenshots and system details shall not be posted publicly, including in forums, on social media and in support requests to third parties.
1. Physical records containing personal or confidential information shall be stored securely and destroyed securely.
1. Clear desk and clear screen requirements shall be observed at all work locations, including private residences.
[bookmark: _Toc240387580]4.  Electronic mail and messaging
1. Any request to amend bank or payment details shall be verified by telephone using a number held on record prior to the request, and not a number contained within the request.
1. Urgency in a payment, access or information request shall be treated as a reason for additional verification rather than for expedited handling.
1. Automatic forwarding of the organization's electronic mail to an external address shall not be configured without approval from the role accountable for the systems concerned.
1. Suspected phishing shall be reported through the route published by the organization. Where a link has been followed or credentials entered, this shall be reported immediately and without delay for confirmation.
1. Personnel shall not use the organization's electronic mail address to register for services unrelated to their role.
[bookmark: _Toc240387581]5.  Devices
[bookmark: _Toc240387582]5.1  Organization-provided devices
1. Devices shall be enrolled in the organization's management arrangements and shall remain enrolled.
1. Security software shall not be disabled, removed or circumvented. Where a control prevents the performance of a legitimate task, the matter shall be raised through the route published by the organization rather than worked around.
1. Software shall be installed only from approved sources and, where required, with approval from the role accountable for the systems concerned.
1. Devices shall not be left unattended in public places or visible within unattended vehicles.
1. Loss or theft of a device shall be reported immediately, at any hour.
[bookmark: _Toc240387583]5.2  Personally owned devices
Personally owned devices may be used only for the purposes the organization has expressly permitted, and only where it has been able to verify that the requirements below are met. Such devices shall meet the requirements of section 5.1 to the extent applicable, shall be encrypted, shall be kept current with security updates, and shall have a screen lock enabled.
Where the organization cannot verify that a personally owned device meets these requirements, access shall not be granted.
[bookmark: _Toc240387584]5.3  Removable media
Removable media of unknown origin shall not be connected to the organization's devices. Where removable media is used for the organization's information, it shall be encrypted and shall be recorded in accordance with the organization's information security policy.
[bookmark: _Toc240387585]6.  Remote and mobile working
1. The organization's systems shall not be accessed over public wireless networks without using the secure connection method provided by the organization.
1. Personnel shall take account of who can observe their screen when working in public spaces.
1. Home networks used for the organization's work shall have the default administrative password changed.
1. Discussions concerning confidential information shall not be conducted where they may be overheard.
[bookmark: _Toc240387586]7.  Personal use
Reasonable personal use of the organization's systems is permitted provided that it does not interfere with the individual's duties, does not consume significant resources, does not incur cost to the organization, and does not involve any activity prohibited under section 8.
Personal use is not private. The organization's systems may be monitored in accordance with section 9 and with the organization's privacy notice.
[bookmark: _Toc240387587]8.  Prohibited activity
The following are prohibited in all circumstances.
1. Sharing authentication credentials, or using credentials allocated to another individual.
1. Attempting to access information, systems or accounts that the individual is not authorized to access.
1. Installing or using software or services intended to circumvent security controls.
1. Using the organization's systems for any unlawful purpose, or for harassment, discrimination or the distribution of offensive material.
1. Connecting unauthorized devices to the organization's networks.
1. Copying or retaining the organization's information for personal use or upon departure.
1. Disabling, removing or tampering with security software, logging or monitoring.
1. Using the organization's information or systems to establish or operate a competing interest.
[bookmark: _Toc240387588]9.  Monitoring
The organization monitors its systems to maintain security, to investigate suspected incidents and to meet legal and regulatory obligations. Monitoring covers the organization's systems, networks and accounts, is proportionate to those purposes, and is described in the organization's privacy notice.
The content of personal communications shall not be examined except where required by law or where necessary to investigate a suspected serious breach, and in either case only with approval from the role accountable for the systems concerned.
[bookmark: _Toc240387589]10.  Return of assets
Upon termination or change of engagement, personnel shall return all of the organization's assets in their possession, including devices, removable media, physical records, access tokens and keys. Return shall be recorded.
Information held on personally owned devices shall be removed, and the individual shall confirm in writing that this has been done.
[bookmark: _Toc240387590]11.  Enforcement
Deliberate or repeated breach of this policy may be addressed under the organization's disciplinary procedure and, for contractors and third parties, may result in termination of the engagement.
An error reported promptly shall not be treated as a disciplinary matter. Where a breach arises from a control that was impractical to follow, the control shall be reviewed.
[bookmark: _Toc240387591]12.  Acknowledgement
Personnel shall acknowledge this policy upon commencement and upon any material revision. Acknowledgement shall be recorded and retained.
	Field
	Detail

	Name
	

	Role
	

	Date
	

	Acknowledgement
	I have read this policy, I understand what is required of me, and I agree to comply with it.


[bookmark: _Toc240387592]14.  Guidance for common situations
This section is guidance rather than requirement. It addresses the situations personnel encounter most often and where the correct action is not obvious from the rules alone.
[bookmark: _Toc240387593]14.1  A message asks you to do something urgently
Urgency is the most reliable indicator of a fraudulent request, because the attacker needs the request acted upon before it is checked. Legitimate urgent requests survive verification; fraudulent ones do not.
1. Verify through a channel you chose, not one the message gave you. Call a number you already hold, or walk to the person's desk.
1. Where the sender appears to be a senior colleague, verification is more important rather than less. Seniority is impersonated precisely because it discourages checking.
1. Where the request concerns payment, access or information, verify regardless of how convincing the message appears.
1. You will not be criticized for verifying. You may be asked why you did not.
[bookmark: _Toc240387594]14.2  You think you clicked something
Report it immediately, before establishing whether anything happened. The organization can determine that; the time lost while you determine it cannot be recovered.
1. Report through the published route, stating what you clicked and when.
1. Do not delete the message. It is evidence and it helps establish what else was sent.
1. Where you entered credentials, say so explicitly. This changes the response materially.
1. Continue working normally unless told otherwise.
	WHY THIS IS STATED SO PLAINLY
The period between a click and its report determines the scale of the incident. An attacker who gains an hour establishes persistence; an attacker who gains a week reads everything. Nobody is disciplined for reporting, and that is stated in section 11 as a requirement rather than a courtesy.


[bookmark: _Toc240387595]14.3  You need to share something externally
1. Use the approved method for the classification of the information concerned.
1. Where a recipient asks for information in a manner that bypasses the approved method, that request is itself worth checking.
1. Check the recipient address before sending, particularly where the address was auto-completed.
1. Where the information concerns an individual, consider whether they would expect it to be shared in this way.
[bookmark: _Toc240387596]14.4  A control prevents you doing your job
Raise it rather than work around it. A control that obstructs legitimate work is a control that will be circumvented, and circumvention is invisible until an incident reveals it.
Report the obstruction through the published route, describing what you were trying to do and what prevented it. Controls are reviewed when obstruction is reported and are not reviewed when it is not.
[bookmark: _Toc240387597]14.5  You are working somewhere unfamiliar
1. Assume any network you did not configure is observed.
1. Position yourself so your screen is not visible to others, particularly on public transport and in shared spaces.
1. Do not leave a device unattended, including briefly and including where the space appears secure.
1. Where you must discuss confidential matters, find somewhere you cannot be overheard rather than lowering your voice.
[bookmark: _Toc240387598]14.6  You are leaving the organization
1. Return every device, storage medium, access token and key, and confirm what has been returned.
1. Do not copy information for personal use, including work you produced yourself. It belongs to the organization.
1. Do not retain access to systems through personal accounts or devices.
1. Confidentiality obligations continue after you leave, as set out in section 10.
[bookmark: _Toc240387599]15.  Why each rule exists
This section is guidance. Rules followed without understanding are followed inconsistently, and personnel who understand the reasoning apply the principle in situations the rules did not anticipate.
Why credentials are not shared
Shared credentials remove accountability. Where two people use one account, no action taken through it can be attributed, and an investigation cannot establish what happened.
They also outlive the sharing. A credential shared once circulates, and it is never rotated because nobody remembers who holds it.
Why screens are locked
The most common unauthorized access is opportunistic and physical: an unattended unlocked device in an office with visitors, contractors and cleaners passing through.
It takes seconds and requires no technical skill, which is precisely why it happens.
Why updates are not deferred
Most updates address flaws that are already public and already being used. The period between a patch being published and being applied is the period during which the organization is exposed to something an attacker already knows about.
Why forwarding rules require approval
An automatic forward sends every message to an address outside the organization's control, indefinitely, without further action.
It is also the most common persistence mechanism in a compromised mailbox, which is why unexplained forwarding rules are investigated rather than simply removed.
Why bank details are verified by telephone
Electronic mail provides no assurance of who sent a message. A request appearing to come from a known supplier may be from an attacker reading that supplier's mail.
Verification using a number contained in the request verifies nothing, because the attacker supplied the number.
Why personal accounts are not used for work information
Information in a personal account cannot be protected, cannot be recovered when the individual leaves, and cannot be produced in response to a legal request.
It also becomes the individual's personal liability, which is rarely what they intended.
Why monitoring is disclosed
Monitoring that has not been disclosed cannot be relied upon in a disciplinary matter, and disclosing it after the fact damages trust more than the monitoring itself.
The scope is stated specifically so personnel know what is and is not observed.



[bookmark: _Toc240387600]Appendix D.  Quick reference
Intended to be extracted and circulated separately. It states what to do rather than what is required.
Before you pay.   Any change to bank details is verified by calling a number you already hold. Never a number in the message.
Before you send.   Check the recipient, particularly where it was auto-completed. Use the approved method for the classification.
Before you click.   Urgency is a warning sign. Verify through a channel you chose.
If you clicked.   Report immediately. Do not delete the message. Say if you entered credentials. Nobody is blamed for reporting.
If you lose a device.   Report it immediately, at any hour, whoever owns it.
If a control blocks you.   Raise it. Do not work around it.
When you leave your desk.   Lock the screen.
When you leave the organization.   Return everything. Take nothing.
[bookmark: _Toc240387601]Appendix E.  Acknowledgement record
Maintained by human resources. Acknowledgement is recorded on commencement and on each material revision.
	Name
	Role
	Version acknowledged
	Date
	Recorded by

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc240387602]13.  Document control
[bookmark: _Toc240387603]13.1  Revision history
	Version
	Date
	Author
	Summary of change

	1.0
	
	
	First adoption

	
	
	
	


[bookmark: _Toc240387604]13.2  Approval
	Role
	Name
	Signature
	Date

	Document owner
	
	
	

	Approver
	
	
	




[bookmark: _Toc240387605]Appendix A.  Alignment
This appendix is guidance and does not form part of the policy.
This policy gives effect to the acceptable use requirements of ISO/IEC 27001:2022 Annex A, principally control 5.10 Acceptable use of information and other associated assets, and supports several related controls.
	Section
	Annex A control

	2, 3, 7, 8 General use, information handling, personal use, prohibited activity
	5.10 Acceptable use of information and other associated assets

	10 Return of assets
	5.11 Return of assets

	3 Information handling
	5.12 Classification of information and 5.13 Labelling of information

	4 Electronic mail and messaging
	5.14 Information transfer and 8.16 Monitoring activities

	2 General requirements, credentials
	5.17 Authentication information

	11 Enforcement
	6.4 Disciplinary process

	6 Remote and mobile working
	6.7 Remote working

	2 Reporting security events
	6.8 Information security event reporting

	3 Clear desk and clear screen
	7.7 Clear desk and clear screen

	5 Devices
	7.9 Security of assets off premises and 8.1 User endpoint devices

	5.3 Removable media
	7.10 Storage media

	9 Monitoring
	8.16 Monitoring activities

	4 Electronic mail
	8.23 Web filtering and 8.7 Protection against malware


Applicability of each control is determined by the organization's Statement of Applicability. Where a control is excluded there, the corresponding section of this policy should be removed.
[bookmark: _Toc240387606]Appendix B.  Implementation commentary
This appendix is guidance and does not form part of the policy.
[bookmark: _Toc240387607]B.1  Length and readability
An acceptable use policy is the only security document most personnel will ever read in full. Length is therefore a control characteristic rather than a stylistic matter. A policy that runs to twenty pages is not read, and an unread policy cannot be relied upon when enforcement is contemplated.
Where a requirement can be removed without loss, it should be removed.
[bookmark: _Toc240387608]B.2  The no-blame reporting clause (sections 2 and 11)
The statement that no disciplinary action follows from the act of reporting appears twice, deliberately. An organization in which personnel delay reporting because they anticipate consequences has materially impaired its own response capability, and the delay is typically measured in days rather than hours.
This clause is frequently removed during legal review on the basis that it constrains the organization. It does not: it distinguishes the act of reporting from the conduct reported, and the disciplinary process remains available for the latter.
[bookmark: _Toc240387609]B.3  Payment verification (section 4)
This requirement appears in an acceptable use policy because the people who need it are the people who read this document rather than the information security policy. Verification using a number supplied within the request provides no assurance, and this is the mechanism by which the majority of payment diversion losses occur.
[bookmark: _Toc240387610]B.4  The workaround clause (section 5.1)
The requirement to raise an obstructive control rather than work around it is included because personnel will otherwise circumvent controls silently. Providing a route makes the obstruction visible, and an obstruction that is visible can be redesigned.
[bookmark: _Toc240387611]B.5  Monitoring (section 9)
Monitoring must be disclosed before it is relied upon in a disciplinary matter. The scope should be stated specifically rather than reserved broadly, and it should match what is actually monitored. A policy asserting monitoring that does not occur is as much a problem as monitoring that has not been disclosed.
[bookmark: _Toc240387612]B.6  Personally owned devices (section 5.2)
The clause stating that access shall not be granted where the requirements cannot be verified is the operative one. Where verification is not possible, either the access should not be granted or the policy should be amended to reflect what is actually permitted. Retaining an unenforceable requirement is the worst of the available options.
[bookmark: _Toc240387613]Appendix C.  Adoption checklist
This appendix is guidance and does not form part of the policy.
	#
	Step
	Done

	1
	Replace every bracketed field with a value specific to the organization.
	

	2
	Remove any requirement the organization does not intend to enforce.
	

	3
	Confirm that the monitoring described in section 9 matches what is actually performed and what is disclosed in the privacy notice.
	

	4
	Confirm the reporting route in section 2 reaches a person who will act on it, and test it.
	

	5
	Have the policy reviewed for employment law implications in the applicable jurisdiction.
	

	6
	Obtain approval and record it in section 13.2.
	

	7
	Issue to all personnel within scope and record acknowledgement.
	

	8
	Add acknowledgement to the joiner process so that new personnel are captured automatically.
	

	9
	Set the review date and diarise it.
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